
Critical Incidents in the Marriage of Psychology and Technology:
A Discussion of Potential Ethical Issues in Practice, Education, and Policy

Jason Van Allen and Michael C. Roberts
University of Kansas

We identified critical incidents in psychologists’ use of technology in their service provision with clients.
Study coordinators sent messages out to various listservs requesting that practicing psychologists respond
to an online survey for their reports of how the integration of certain technology advances (e.g., e-mail,
electronic health records, social-networking websites, etc.) may have compromised client privacy or
confidentiality. Twenty-eight participants responded to the survey and noted a variety of concerns,
including themes of (a) unauthorized access to electronic client records, (b) inappropriate dissemination
of client information via technology, and (c) unique client concerns associated with social-networking
websites (e.g., Twitter, Facebook, etc.). We discuss ramifications and strategies related to these ethical
concerns in education, practice, and ethical standards and principles.
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Psychologists today utilize a vast array of technological ad-
vancements in their interactions and service provision with clients
(McMinn, Bearse, Heyne, Smithberger, & Erb, 2011). These ad-
vancements (e.g., electronic medical records, e-mail communica-
tion, telemental health, etc.) have proved beneficial in many ways,
because they have the potential to make clinical settings more
efficient, to improve psychotherapy services, to provide services to
underserved populations (e.g., in rural areas), and to facilitate
communication between health professionals in a variety of set-
tings. Unfortunately, professional psychologists have also identi-
fied a number of disadvantages associated with the increased use
of technology in psychological practice, including difficulties in
managing electronic database and communication security, unau-
thorized access to client data, inappropriate disclosures of identi-
fying information, and unethical interactions in the social-media

context (e.g., Facebook, Twitter, etc.), among others (Barnett &
Scheetz, 2003; Koocher & Keith-Spiegel, 1998; Lehavot, Barnett,
& Powers, 2010).

In response, organizational leaders have been warning psychol-
ogists about these challenges for years in publications on profes-
sional ethics and conduct. For example, more than a decade ago
Koocher and Keith-Spiegel (1998) noted some of these
technology-related concerns and reiterated similar concerns more
recently (2008):

Modern telecommunications and computers have substantially com-
plicated matters. Massive electronic databases of sensitive personal
information can easily be created, searched, cross tabulated, and
transmitted around the world at the speed of light. Even prior to the
Internet and the World Wide Web, mental-health professionals ex-
pressed concerns about the threats posed to individual privacy and
confidentiality by computerized data systems (Sawyer & Schecter,
1968, p. 192).

They further described how these technological advancements
can create ethical and legal concerns, especially in terms of pro-
tection of confidentiality and privacy of clients. Noting the impor-
tance of these issues, the 2009 Presidential Task Force on the
Future of Psychology Practice (American Psychological Associa-
tion, [APA], 2009) recommended that psychologists be specifi-
cally trained “to use and integrate technologies to provide quality
services” (p. 5). Although these warnings and recommendations
are helpful, imbalance between technological applications and
ethical standards may persist until the ethical and competent use of
technology becomes integrated within instruction at the graduate
education and professional levels (e.g., as part of continuing edu-
cation).

To further complicate matters, regulatory, ethical, and legal
standards in psychology are not advancing at the same rate as
technological advances. This technological adoption and infra-
structure mismatch is associated with a variety of potential chal-
lenges and concerns (e.g., psychologists operating without guid-
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ance from the professional organizations or with a consensus of the
professional community). The ethical standard 4.02 (c), Discussing
the Limits of Confidentiality, of the American Psychological As-
sociation’s Ethics Code (APA, 2010) states: “Psychologists who
offer services, products, or information via electronic transmission
inform clients/patients of the risks to privacy and limits of confi-
dentiality” (p. 7). This standard refers to direct psychological
services through technology, but does not address the extent to
which psychologists should inform clients/patients (or be knowl-
edgeable about) how technology can influence privacy and confi-
dentiality in other ways, outside of direct communication between
the therapist and the client/patient.

As an analogy, this technology/regulatory–infrastructure mis-
match has been likened to citizens of the 1880s waking up with
shiny new sports cars, but being forced to drive them on the
transportation infrastructure in place at that time (e.g., grass and
dirt roads; Maheu, 2010). In this example, the psychologist
“driver” has the tools to do exciting new things, but the current
infrastructure is not developed in a way to support “testing” these
tools without considerable risk. The analogy extends further, in
that technology (like many brand new cars) can be difficult to
completely understand without some training, but that does not
always prevent drivers from using the new car anyway. In the same
way that one might worry about endangering oneself and the new
car on an underdeveloped surface, many psychologists worry
about the potential harm to clients inherent in the use of technol-
ogy. This potential harm is significantly increased when the pro-
vision of psychological services using technological advances is
conducted without the same regulatory depth offered within other
contexts.

Behnke (cited in Martin, 2010) stated that the APA Ethics Code
was written in a broad enough way to indicate that the same ethical
standards apply in technology settings (e.g., social media) as they
do in traditional contexts of practice; in the Introduction and
Applicability section of the APA Ethics Code (APA, 2010), it
states that the Ethics Code applies to activities “across a variety of
contexts, such as in person, postal, telephone, Internet, and other
electronic transmissions” (p. 1). However, the application of these
ethical standards can be more challenging when the psychologist
may be inexperienced with an advancing technology and therefore
does not understand some of its inherent risks. Some psychologists
may be less adept at utilizing new computer applications or slow
to adopt new web-based features developed for psychological
practice. Even those experienced in certain digital media and
electronics may have a poor understanding of the potential for
problems. Emerging generations and early career psychologists,
because of their comfort level and familiarity with online applica-
tions, may have less caution or suspicion. Having grown up with
technology is no guard against its misuse, however. In our expe-
rience, naı̈veté is demonstrated daily by psychologists in the post-
ing of personal information on social-networking websites, for
example, including potentially compromising photos and com-
ments that might harm job prospects or psychotherapeutic rela-
tionships. Whatever the generation, psychologists cannot be ex-
pected to be skilled experts in all technology applications, or in
technological security. Nonetheless, standards within the Ethics
Code could suggest and outline appropriate consultation between
psychologists and technology experts, or appropriate education
from psychology organizations or institutions (such as universities

or hospitals) regarding how various technological applications
may affect health care providers and their adherence to ethical
standards.

Despite the above-mentioned concerns, few investigations have
attempted to more directly assess the primary areas of technolog-
ical concern among psychology professionals. In one of the few
investigations in the literature, McMinn, Buchanan, Ellens, and
Ryan (1999) surveyed psychologists about the rate of occurrence
for a number of technology-related events in their practice (e.g.,
faxing client information to the wrong location, exchanging
e-mails with clients), as well as their ethical evaluation of those
events when they occur. Results from this survey suggested that
professionals utilized technology frequently in their service provi-
sion, and that the majority of this technology use occurred in the
administrative activities of a psychological practice rather than
using technology for direct psychotherapy. However, much has
changed in many ways since the late 1990s. Professionals and
health care organizations and institutions are increasingly commu-
nicating and sharing documents and personal health information
electronically because it provides a fast, efficient, and more cost-
effective method of information sharing than facsimile or postal
services. In addition, the number of professionals using technology
for direct psychotherapy has increased significantly (e.g., the in-
creased use of telemental-health services; Reed, McLaughlin, &
Milholland, 2000; Van Allen, Davis, & Lassen, 2011).

Although an extensive updated survey by McMinn et al. (2011)
has recently been conducted to help identify common technology
uses for psychologists, identifying critical incidents of problems
should be (a) useful for practitioners as cautionary examples; (b)
important to potentially make future research more parsimonious
and targeted to significant situations; (c) useful for providing
helpful information for guiding training offered to graduate stu-
dents and professionals; and (d) helpful to future revisions of the
Ethics Code and other regulatory efforts. As called for by Baker
and Bufka (in press), this critical-incidents survey is designed to
gather information about problems that health professionals are
encountering in their use of technology. For example, issues re-
garding client confidentiality and privacy are likely common eth-
ical issues related to technology (as alluded to by Koocher &
Keith-Spiegel, 2008), and such confidentiality issues have been
reported as the area of greatest concern in certain therapeutic
contexts (Barros-Bailey & Saunders, 2010). Considering that
e-mail consultation, teleconferencing and videoconferencing, elec-
tronic client records, flash drive storage, Internet-based storage,
and the use of social-networking media are very common today,
new opportunities arise for violations of confidentiality and pri-
vacy that are directly related to the technology itself.

We report here a qualitative survey study to identify critical
incidents that elucidate areas of concern among psychology pro-
fessionals in regard to the integration of technology in their daily
occupational activities. We expected that participants would most
often report technology issues related to their or others’ activities
that involved interactions with clients or client data; therefore,
initial study questions were focused on such instances. Nonethe-
less, we also noted the possibility of other technology difficulties
that could interfere with professionals’ service provision, so we
included such possibilities in the survey. In addition, this study
questioned participants on their experiences with clients and
social-networking websites (e.g., Facebook and Twitter). The eth-
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ical issues associated with such websites have been discussed in
detail by Lehavot et al. (2010), but that survey only included
graduate students. The present report uses survey responses to
identify critical incidents in order to raise ethical implications,
develop possible quantitative research to establish prevalence
rates, foster discussions among professionals about more effective
or safe technological options in various contexts, and evolve more
specificity in the Ethics Code.

The Survey

Recruitment and Participants

Participants included 28 individuals recruited from a variety of
listservs, including practice listservs and listservs of state psycho-
logical associations. Following listserv approval, a message was
sent out to each listserv that described the purpose of our survey,
noted institutional review board approval, and provided a link to
the Qualtrics web-based survey. Consent was obtained from their
participation in the anonymous survey. The e-mail solicitation for
the survey of critical incidents asked for responses only from those
who had technology issues to report. The e-mail solicitation re-
quested participation from practicing psychologists and their inci-
dent responses indicated situations in practice settings. In an effort
to keep the survey as brief as possible, demographic questions
were not included and we did not solicit information regarding
each participant’s employment setting.

Questions

This survey and subsequent response-evaluations were con-
ducted using the Critical Incident Technique (CIT), which has
been used in numerous investigations as an effective small-sample
methodology to identify important points of consideration for
future research, regulations, and education (Bedi, Davis, & Wil-
liams, 2005; Patrick, Scrase, Ahmed, & Tombs, 2009; Schluter,
Seaton, & Chaboyer, 2007; Woolsey, 1986). The CIT is especially
advantageous for areas of inquiry that are not yet well established,
that would benefit from exploratory theory development, and that
include a wide range of potential circumstances and responses. A
large sample of participants is not necessary to generate a range of
critical incidents to analyze and discuss in terms of ethical impli-
cations. Strategies of the CIT used in this study include (a) estab-
lishing inclusion criteria for responses, (b) reviewing all responses
before establishing general themes, and (c) sorting responses into
identified themes. Inclusion criteria for responses in this survey
required that responses referred to behaviors of a psychologist
working in the field and that the behaviors were related to the use
of technology (broadly) or social-networking websites, and that the
behavior involved a psychologist’s client(s) in some way. Given
the introductory nature of this survey, the questions were very
broad and psychologists were asked to describe their experiences
in an open-ended format if they responded “Yes” to any of the
questions listed below:

1. “Have you had any experience with client information being
compromised through technology? In other words, do you know of
any times in which someone has seen your client’s information
who was not authorized to see it through a breach in technology of
any kind? A breach of technology may include someone accessing

a file electronically when they were not authorized, someone
accessing an e-mail regarding a client that they were not autho-
rized to access, someone purposively breaking into the network/
client database that holds your clients’ information, and so forth?”

2. “Have you ever heard about situations in which another
professional’s client information has been compromised?”

3. “Have you experienced any technology-related issues with
clients other than the potential issues mentioned above?”

4. “What experiences have you had with Facebook, MySpace,
Twitter, and so forth with regard to clients? Any experiences with
these websites would be helpful, considering the recent emergence
of these websites as potential concerns regarding privacy, confi-
dentiality, and professional interactions.”

Results for Category Selection

Similar to other surveys utilizing the CIT methodology (as
described above), responses to the above questions were subse-
quently grouped into categories that may elucidate common areas
of concern among respondents solicited via psychology listservs in
the context of technology and client information or interactions.
The most common concerns expressed by participants included (a)
experiences—either personal or relayed from a colleague—in
which client data were compromised (generally as a result of
unauthorized access to patient information); (b) inappropriate
e-mail communication regarding clients; and (c) unique challenges
or concerns with social-networking websites. The discussion that
follows focuses on each of these common concerns expressed by
participants.

Discussion

Overall, survey responses suggest a variety of technology-
related concerns among practicing psychologists. Responses were
frequently associated with inappropriate access and/or dissemina-
tion of client data, and challenges with the use of social media.
Although APA has noted that general ethical standards apply to the
provision of psychological services in all contexts, psychology’s
governing body has not provided explicit standards associated with
the advancing and permutating hi-tech world.

In order to promote discussion and research, and to help identify
particular contexts noted as challenges in regard to technology, we
have included some verbatim responses and descriptions of situ-
ations noted by the participants of this survey. Following each
response and description is a summary of its unique challenges and
suggestions for appropriate response.

Compromises to Client Data

Example 1 (Inappropriate E-Mail Communication
Regarding Clients)

I sent an e-mail to a custodial caseworker regarding a minor child/
client. Within a couple days I was receiving e-mails from people I did
not know regarding the client. Apparently, the caseworker had for-
warded the e-mail to others, who then forwarded it to others, and so
forth The information in the e-mail was only intended for the case-
worker.
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In this example, one can see how easy it is to have confidential
client information inappropriately disseminated via e-mail.
Though it is more efficient for health professionals on busy sched-
ules to utilize e-mail for interdepartment communication, the
above situation demonstrates the inherent challenges of electronic
communication that is exacerbated by its convenience and haste.
Although professional psychologists cannot control the behavior
of others with regard to e-mail (or removing confidential papers
from an office two decades ago), psychologists can ensure that
they only exchange confidential e-mails with other professionals
they trust, they can remind each person they communicate with
that the information is confidential and for “their eyes only,”
and they can conservatively communicate with outside profession-
als via telephone or postal services. Although telephone and postal
service communications are subject to compromises as well (e.g.,
mailed letters can be copied and disseminated inappropriately, and
telephone conversations can be recorded or misinterpreted), it is
likely that the convenience of e-mail makes such compromises
more likely, especially in situations that involve unintended com-
promises (e.g., sending a message via “reply to all” vs. “reply”
when responding to a listserv communication or an departmental
e-mail).

Example 2 (Unauthorized Access to Patient
Information)

We had a suicide at a hospital where I recently worked. The news
spread through the hospital (patients and staff) like wildfire and before
IT services could lock down her chart, several people had entered into
her chart, ‘to see what happened.’

In this example, a dramatic event led to increased interest in a
particular patient’s file and numerous hospital employees accessed
this patient’s file to appease their own curiosity. It is likely that
some of these staff members were not part of this patient’s treat-
ment team, and there was no need or authorization for this specific
access. Examples such as these elucidate the importance of infor-
mation technology (IT) departments and effective software that
can serve as effective “gatekeepers” for client records (cf., Rich-
ards, 2009).

Example 3 (Inappropriate E-Mail Communication
Regarding Clients/Technology Policy Not Discussed
Proactively)

Client finds my e-mail address online and sends me an e-mail regard-
ing an update on status or to ask a question. There is a procedure for
information going out from my [institution] (“PHI” in the subject line
allows the message to be encrypted), but not coming in. Also, my
Blackberry is not equipped to encrypt messages from patients so if a
patient sends me one, anyone can open the message on my Black-
berry.

This example illustrates the ways in which clients themselves
can pose risks to their own confidentiality. Obviously, it is not
reasonable for psychologists to be without e-mail addresses in
order to avoid these types of interactions. However, it is possible
for psychologists to keep their personal e-mail addresses private;
in addition, some psychologists have more public e-mail ad-
dresses, but explicitly note that clients should only e-mail the

psychologist for appointments because they do not deliver psycho-
logical services via e-mail. It may also be beneficial to tell clients
before the start of treatment that e-mail exchanges can compromise
their confidentiality, as this may not be readily apparent to them.
In addition, this example describes the dangers of interacting with
clients via “Smartphones” or other portable devices with Internet
access, because confidential information could easily be accessed
by anyone who picks up such a device and the data can be
“hacked” through cell provider networks and/or wireless Internet
networks.

Concerns With Social Networking

Example 1

Have a Facebook account, but don’t use it frequently. But have seen
the sites of some people I work with. If I was working with them
professionally, I would feel embarrassed or even shocked at some of
the personal information available.

As previously mentioned, there are many challenges associated
with Facebook and other social-networking sites (such as My-
Space and Twitter) in regard to client and psychologist interaction.
A psychologist’s reputation and credibility could potentially be
harmed in situations similar to that described above, based on the
material posted to various websites. Psychologists should assume
that their clients will search for their profiles on social-networking
websites, and take the necessary precautions to ensure that they
have effectively privatized their profiles to the degree that they
desire.

Example 2

Patients have tried to find me on Facebook. If they mention that they
use the site or ask if I do, I tell them to not attempt to “friend” me as
I do not accept patients as “friends” on that site. I explain how their
confidentiality could be compromised and that usually takes care of it.
As an added measure, I don’t have my actual picture as the findable
picture.

Even when psychologists have adequately addressed their de-
sired privacy settings, they may still receive “friend requests” from
clients. These possibilities force psychologists to accept, reject, or
ignore the request, each presenting unique challenges of their own
in a psychotherapeutic relationship. In this example, the psychol-
ogist takes a conservative approach by not accepting patient friend
requests and is up front with clients and patients regarding the
reasons for such an approach.

Implications for Psychologists

The above examples demonstrate the vast array of potential
compromises to client data that might be directly related to psy-
chologists’ use of technology. This survey provided critical inci-
dents for ethical consideration in mental-health situations involv-
ing electronic records, e-mail, social networking, and others. Many
of these ethical issues can be attributed to the swift adoption of
new technologies without evaluating their potential risks; still,
others may be aware of the risks, but partially dismissive of the
likelihood that they themselves will face such consequences. Al-
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though the base rate occurrence of such events is unknown, it is a
psychologist’s responsibility to limit potential risks to clients that
can be attributed to their own actions; it may be a mistake for a
psychologist to assume that such ethical concerns are rare, and thus
that they do not need to attend to such risks.

Sometimes, organizations may hold significant responsibility to
reduce risks of compromises to client information. For example,
some hospitals utilize software that provides hospital administra-
tion the ability to track each instance of access to a patient’s file,
giving them a date, time, and username for each instance (Rich-
ards, 2009). Other hospitals only provide access to psychology
records to physicians and psychologists. The latter is an example
of a more proactive management strategy, whereas the former is
more reactive but still provides organizations with the ability to
address unauthorized activity if it occurs. Educational guidelines
for trainees and professionals can also significantly influence how
professionals use technology in their service provision. Training at
this level is important, because it is unlikely (and probably not
feasible) for the standards of the Ethics Code to be written with the
goal of addressing these ethical concerns with technology in great
detail. Instead, similar to other issues that are mentioned in the
standards but not comprehensively described, issues of technology
should be addressed thoroughly in graduate training, organiza-
tional training, and continuing education programs for trainees and
professionals alike. Graduate instructors could incorporate discus-
sion regarding specific issues related to technology in ethics
courses (which are required for APA-accredited graduate pro-
grams and for professional licensure), and directors of training
clinics could begin incorporating social-media policies for their
trainee clinicians and/or as part of the informed consent process for
the clients in their clinics.

At the individual level, professionals can limit their responsi-
bility and involvement in compromising client confidentiality in a
number of ways. In fact, proactive decision making and practice
standards may be the most effective risk-reduction strategy of all,
because it can provide psychologists with the opportunity to set
predetermined expectations for clients who may not realize how
their own confidential information can be compromised via tech-
nology applications. For example, psychologists could make their
e-mail communication and social-networking expectations clear to
clients during their initial visit. Kolmes (2010) has developed an
extensive social-media policy (available for adoption and editing
for other professionals at http://drkkolmes.com/for-clinicians/
social-media-policy/) that can be given to clients before they meet
with the psychologist in an effort to proactively address potential
problems (e.g., compromises to confidentiality) that arise as a
result of electronic communication. This social-media policy, and
discussion of this policy with clients, is an important aspect of the
informed consent process, because it helps clients understand the
scope of their relationship with the psychologist and the contexts
in which they can expect to receive responses and services from
their psychologist. Kolmes encourages clients to understand that
interactions via the Internet can represent information that would
be included in a client’s medical record and is available in the
public domain. Specifically, Kolmes (2010) addresses the various
challenges associated with Internet blogs and social-networking
profiles, and how such activities relate to interactions with clients.

Other methods to reduce the likelihood that psychologists face
client concerns on social-networking websites include altering

social-networking profiles in such a way to be less “visible” to a
general search of the psychologist’s name. The default privacy
settings on Facebook, specifically, allow any Internet user to view
all pictures and communications on the professional’s profile, and
there is a learning curve to effectively manage a profile’s privacy
settings separately for personal versus professional accessibility.
Psychologists may also benefit from the knowledge that many of
the social-networking sites include privacy settings that prevent
individual profiles from being displayed when someone conducts
a search under a specific name. Separate personal and professional
social-networking sites might also be a viable solution if carefully
maintained. Overall, creating blogs, social-networking profiles,
and other individual web-based forums is a personal choice, and if
maintaining privacy on any of these accounts proves difficult it
may be beneficial to consider removing some accounts altogether.

The portability of various technology applications via cellular
telephones (e.g., “smart phones”), tablets (such as the iPad), and
similar electronics have introduced other unique challenges for
psychologists in maintaining confidentiality for clients. For exam-
ple, cell phones with Internet access present the possibility that
psychologists may check their e-mail or social-networking profiles
while they are traveling or otherwise away from a computer.
However, the security infrastructure that may be available as a part
of one’s organization (e.g., e-mail encryption) may not be avail-
able on a mobile device. In addition, as discussed above, depend-
ing on one’s phone security (or one’s lack of awareness to those
reading over your shoulder out in public) anyone could potentially
see communications on your phone if it is left unattended and
accessible; this could be especially likely at home in the comfort of
family and/or friends. Psychologists should ensure that they limit
these possibilities by protecting access to their phones (requiring a
password to unlock the keys), or refraining from allowing e-mail
applications to stay logged-in for continual access.

Other issues not mentioned by participants could represent areas
of ethical concern in the use of technology. For example, video
teleconferencing has become more common within psychology
today, and downloadable data from these interactions also repre-
sent potential sources of compromises to confidentiality. Further-
more, the use of Internet-provided videoconferencing (e.g., Skype)
opens doors to other types of confidentiality compromises (e.g.,
session recording by the software providers). In response, the Ohio
Psychological Association (OPA; 2010) has established guidelines
for psychologists delivering services via teleconferencing or other
similar technologies. The OPA has noted that some state psychol-
ogy boards would pursue investigations of psychologists who have
been accused of misconduct associated with telepsychology, and
that these state boards would seek information and standards
established at national or even international levels when state
guidelines or standards have not been established. Given that the
APA has yet to create guidelines for the delivery of telepsychology
services, interpretation of ethical standards in this context may
vary greatly in parts of the country until uniform national standards
have been established. It is important to note, however, that a new
APA task force has recently been formed jointly with the APA
Insurance Trust and the Association of State and Provincial Psy-
chology Boards to establish telepsychology guidelines (noted by
Baker, 2011, and Koocher, 2011). Although the APA Ethics Code
is not likely to address technology issues in detail (as mentioned
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above), the next revision of the Ethics Code may benefit from
briefly mentioning the importance of issues in technology and
from making note of the resources that will actualize from task-
forces such as the telepsychology joint taskforce. Such a revision
could fit nicely within Standard 3 (Human Relations) of the Ethics
Code, which broadly discusses a variety of interpersonal, consent,
and confidentiality standards.

Summary

These concerns for technology challenges to the ethical practice
of psychology are not just for those less knowledgeable of various
applications; even those with greater familiarity with technology
such as social networking may be inadvertently compromised by
the technology with which they engage, especially if they are
unaware of the limits of security or potential breaches of confi-
dentiality. Caution instilled through years of practice, through
education in and knowledge of ethical standards and general
principles, and skeptical adoption or rejection of some technology
may best serve the public and the profession. Summarily rejecting
technology advances seems as equally inappropriate as an enthu-
siastic and uncritical embrace of all technology, given its potential
to better serve those in need and the efficiency with which it can
deliver such services. The critical-incidents methodology utilized
here provides thematic examples for education, research, and pol-
icy considerations in this area so that psychologists can more
confidently and ethically adopt various technologies in an effective
professional manner.

This survey was not without some limitations. As noted above,
information regarding participants’ professional settings was not
assessed in an effort to keep the survey as brief as possible; such
information could provide important data regarding whether tech-
nological issues are different in certain contexts as compared with
others (e.g., in hospitals vs. group practice settings). This survey
did not aim to establish a base rate for the various ethical concerns
noted by participants; such a survey could provide important
information to identify particular issues as foci for intervention
using the current critical incidents as initial points. The field may
benefit from future research designed to more comprehensively
survey technology issues and their rates of occurrence in various
psychological practice contexts (Baker & Bufka, in press).

Overall, responsibility for ethical and professional integration of
technology in practice lies with individuals. Although psychology
governance can do more (and is taking initial steps at this time) to
provide guidance, psychologists would benefit from assessing the
security of their electronic communications, from establishing
social-media policies for themselves or their organizations, and
from proactively weighing the risks and benefits each time they
consider incorporating new technologies in their professional ac-
tivities. Graduate programs, continuing education, and organiza-
tions that employ psychologists can help foster these proactive
behaviors by addressing concerns related to technology on a reg-
ular basis in their ethics courses and training experiences. Al-
though direct writings and guidelines from the APA might benefit
the appropriate integration of technology in service provision, it is
likely that any explicit mandates or discussion in ethical standards
would reference the role of education (either personal or struc-
tured) anyway; thus, the profession may be better served by

integrating such considerations in various educational areas imme-
diately, rather than waiting for policy guidance.
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