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                 Information Security & Risk Management. BUSINESS CONTINUITY PLAN   Purpose  The purpose of this business continuity plan is to prepare Health Network, Inc. (Health Network)  in the event of extended service outages caused by factors beyond our control (e.g., natural  disasters, man -made events), and to restore services to the widest extent possible in a minimum  time frame. All Health Network, Inc. (Health Network) sites are expected to implement  preventive measures whenever possible to minimi ze operational disruptions and to recover as  rapidly as possible when an incident occurs.  The plan identifies vulnerabilities and recommends necessary measures to prevent extended  voice communications service outages. It is a plan that encompasses all Heal th Network, Inc.  (Health Network) system sites and operations facilities.   Scope  The scope of this plan is limited to the three major systems used by Health Network, Inc. (Health  Network); the HNetExchange Message system, HNetConnect Directory system and H NetPay  Payment system. This is a business continuity plan, not a daily problem resolution procedures  document.  Plan objectives   • Serves as a guide for the Health Network, Inc. (Health Network) recovery teams. • References and  points to the location of critical data.   • Provides procedures and resources needed to assist in recovery.   • Identifies vendors and customers that must be n otified in the event of a disaster.   • Assists in avoiding confusion experienced during a crisis by documenting, testing and reviewing recovery procedures.   • Identifies alternate sources for supplies, resources and locations.   • Documents storage, safegua rding and retrieval procedures for vital records.  Assumptions • Key people (team leaders or alternates) will be available following a disaster.   • A national disaster such as nuclear war is beyond the scope of this plan.   • This document and all vital reco rds are stored in a secure off -site location and not only survive the  disaster but are accessible immediately following the disaster.   • Each support organization will have its own plan consisting of unique recovery procedures, critical resource informa tion and procedures.  Disaster definition   Any loss of utility service (power, water), connectivity (system sites), or catastrophic event (weather, natural disaster, vandalism) that causes an interruption in the service provided by Health Network, Inc. 
 (Hea lth Network) operations. The plan identifies vulnerabilities and recommends measures to prevent  extended service outages.   Restricted  Recovery teams  • Emergency management team (EMT)   • Disaster recovery team (DRT)   • IT technical services (IT)  Te am member responsibilities   • Each team member will designate an alternate  • All of the members should keep an updated calling list of their work team members’ work, home, and cell phone numbers both at home and at work.   • All team members should keep this plan for reference at home in case the disaster happens after normal work hours. All team members should familiarize themselves with the contents of this plan.  Instructions for using the business continuity plan  Invoking the plan  This plan becomes effective when a disaster occurs. Normal problem management procedures will initiate the plan, and remain in effect until operations are resumed at the original location or a replacement location and control is returned to the a ppropriate functional management.   Disaster declaration  The senior management team, with input from the EMT, DRT and IT, is responsible for declaring a disaster and activating the various recovery teams as outlined in this plan.   In a major disaster situa tion affecting multiple business units, the decision to declare a disaster will be  determined by  senior management. The EMT and DRT will respond based on the directives specified by senior management.  Notification  Regardless of the disaster circ umstances, or the identity of the person(s) first made aware of the  disaster, the EMT and DRT must be activated immediately in the following cases:  • Two or more critical systems and/or sites are down concurrently for three of more hours   • Any critical or major systems are down concurrently for eight or more hours  • Any problem at any system or network facility that would cause the above conditions to be present or there is certain indication that either of the conditions are about to occur  External commu nications   Corporate public relations personnel are designated as the principal contacts with the media (radio, television, and print), regulatory agency, government agencies, and other external organizations following a formal disaster declaration.   Emerg ency management standards   Data backup policy  Full and incremental backups preserve corporate information assets and should be performed on a regular basis for audit logs and files that are irreplaceable, have a high replacement cost, or are considered cr itical. Backup media should be stored in a secure, geographically separate location from  the original and isolated from environmental hazards.   Department -specific data and document retention policies specify what records must be retained and  for how long. All organizations are accountable for carrying out the provisions of the instruction for  records in their organization. IT follows these standards for its data backup and archiving: Tape retention policy   Backup media is stored at locations that are secure, isolated from environmental hazards, and  geographically separate from the location housing the system.   Billing tapes  • Tapes greater than three years old are destroyed every six months.   • Tapes less than three years old must be stored locally of f-site. • The system supervisor is responsible  for the transition cycle of tapes. System image tapes  • A copy of the most current image files must be made at least once per week. • This backup must be  stored offsite.  • The system supervisor is responsible for this activity. Off -site storage procedures   • Tapes and disks, and other suitable media are stored in environmentally secure facilities.   • Tape or disk rotation occurs on a regular schedule coordinated with the storage vendor.   • Access to backup data bases and other data is tested annually. Emergency management procedures  The following procedures are to be followed by system operations personnel and other designated organizational personnel in the event of an emergency. Where uncertainty exists, the more reactive  action should be followed to provide maximum protection and personnel safety.  Note: Anyone not recognized by the IT staff as normally having business in the area must be challenged  by the staff who should then notify security personnel.   Thes e procedures are furnished to management personnel to take home for reference. Several pages  have been included to supply emergency contacts.  In the event of any situation where access to a building housing a system is denied, personnel should report to al ternate locations. Primary and secondary locations are listed below   Alternate locations Workplace:   • Attempt to contact your immediate supervisor or management via telephone. Home and cell phone numbers are included in this document  Workplace: < NAME >  • Attempt to contact your immediate supervisor or management via telephone. Home and cell phone numbers are included in this document In the event of a natural disaster   In the event of a major catastrophe affecting company facility, immediately notify the BCP Project  Manager.   In the event of a fire   If fire or smoke is present in the facility, evaluate the situation, determine the severity, categorize the fire as major or minor and take the approprate action as defined in this section. Call 9 -1-1 as soon as  possible if the situation warrants it.  • Per sonnel are to attempt to extinguish minor fires (e.g., single hardware component or paper fires)  using hand -held fire extinguishers located throughout the facility. Any other fire or smoke situation will  be handled by qualified building personnel until the local fire department arrives.   • In the event of a major fire, call 9 -1-1 and immediately evacuate the area.   • In the event of any emergency, system security, site security and personal safety are the major concerns. If possible, the operations supervis or should remain present at the facility until the fire  department has arrived.   • In the event of a major catastrophe affecting the facility, immediately notify senior management. In the event of a network services provider outage   In the event of a n etwork service provider outage to any location, the guidelines and procedures in this  section are to be followed. 
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                Fast and convenient

                Simply post your question and get it answered by professional tutor within 30 minutes. It's as simple as that!
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                We've got thousands of tutors in different areas of study who are willing to help you with any kind of academic assignment, be it a math homework or an article. 
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