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CYBERSPACE

Cyberspace refers to the online world that is
formed by computer systems and networks. The word
was coined by author William Gibson in his science
fiction novel Neuromancer. It originated in the mid-
1980s to define the virtual world that exists due to the
advent of the Internet, which in its earliest form was
a community that shared ideas and information.

Increasing interest in cyberspace has given way
to a plethora of new ideas and related jargon. The
term cyber is used as a prefix with increasing regulari-
ty. Cybergeography, for instance, is known as the
study of the spatial nature of computer communica-
tions networks, or the geography of cyberspace. Cy-
berpsychology, the study of the psychological impact
of cyberspace, also is becoming popular as the num-
ber of World Wide Web surfers increases.

One of the most significant additions to cyber-
space has been e-commerce. With technological ad-
vances, the business world has been able to apply
traditional brick-and-mortar ideas to the realm of cy-
berspace. Advocates of the early days of the Internet
feel that e-commerce has had a negative effect on the
integrity of cyberspace, while others argue that the
growth of e-commerce in cyberspace is crucial to eco-
nomic development. Originally used as a forum for
exchanging information and ideas, cyberspace has be-
come a virtual marketplace where a Web surfer can
trade stocks, buy just about anything, take care of
banking needs, and even apply for home loans.

The rising popularity of e-commerce has made it
nearly impossible to go online and enter cyberspace
without encountering a barrage of advertising and
commerce information. For instance, when the search
engine Yahoo! was first introduced, no shopping links
appeared on its home page. By the early 2000s, this
had changed. Web surfers using the site to search for
information saw a list of online stores pop up, offering
products related to their search. From November to
mid-December 2000, online spending more than dou-
bled over the same time period in the previous year,
reaching $8.7 billion. These numbers are predicted to
increase dramatically in coming years.

To protect the growing numbers of online con-
sumers and merchants, e-commerce legislation
known as cyberlaw has emerged. Similar to laws in
the real world, cyberlaw deals with topics such as the
protection of copyrights, business transactions, elec-

tronic payment systems, and privacy. This type legis-
lation continues to develop in response to the
evolution of cyberspace, commercial and otherwise.
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CYBERSQUATTING

The bane of companies, organizations, brand
names, and celebrities, cybersquatting is the practice
of registering the name of a company, trademark,
brand, or person as a domain name for a Web site in
hopes of misleading users to one’s own site by using
a well-known name. The top-level domain (TLD), the
highest level of the Uniform Resource Locator (URL)
such as sitename.com or sitename.org, is the portion
of the Web address that companies covet most. Com-
panies generally prefer the URL that will be easiest
to remember and thus more recognizable to the visi-
tor. Cybersquatters attempt to beat the company, indi-
vidual, or organization to the punch in registering that
domain. Failing that, squatters may try closely related
alternatives, such as adding a hyphen or a single letter
to the domain name to lure inattentive users. At times
cybersquatters have registered these names in hopes
of selling them back to their namesakes at a handsome
profit, but U.S. court rulings and new laws have cur-
tailed these activities.

Businesses fear that cybersquatting exploits and
erodes their brand identities. The domain-name regis-
tration system doesn’t prevent users from selecting a
registered trademark as a domain name. In essence,
if a particular name or variation of a name hasn’t been
registered already, almost anyone can register it for
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a small fee. Given the ease of acquiring names, the
strategy of cybersquatters is to route traffic to their
sites from unsuspecting followers of another brand or
identity, thereby generating an audience for them-
selves. The most malicious form of cybersquatting
happens when squatters take a certain brand or identi-
ty and associate it with negative or offensive materi-
als, for example, routing a children-related domain
name to a pornographic Web site.

Cybersquatters may have a variety of intentions.
The most common goal is to hold the domain hostage,
so to speak, and name a ransom price at which the
squatter hopes to sell it to the company, trademark
holder, organization, or individual. Cybersquatters
also simply try to garner visitors to their Web sites by
exploiting a popular name, either to expand the audi-
ence for their own message or product or to boost
their advertising revenue.

Relief from cybersquatting came with the Anti-
Cybersquatting Consumer Protection Act (ACPA),
passed in 1999, which was designed specifically to
curtail the registration of domain names that use oth-
ers’ trademarks or trade names. The law covers unreg-
istered trademarks and individual names as well.
ACPA applies to all TLDs, covering the three most
common suffixes, known as generic top-level domain
names (gTLDs), .com,.net, and .org, as well as all
country-code top-level domain names (ccTLDs), such
as .ca for Canada and .fr for France. Prior to ACPA,
victims of cybersquatting had little recourse, and
many ended up paying the exorbitant fees demanded
by squatters to purchase their own names. Because
cybersquatters can be prosecuted under ACPA, it has
generally made cybersquatting less profitable, though
it has hardly stamped out the practice.

The Internet Corporation for Assigned Names
and Numbers (ICANN) is the official body charged
with monitoring the allocation of domain names. In
December 1999 ICANN unveiled a standard proce-
dure for settling name disputes, the Uniform Domain
Name Dispute Resolution Policy (UDRP). ICANN’s
procedure determines the plausibility of the cyber-
squatting claims using three tests. First, it verifies that
the domain name is identical or confusingly similar
to the trademark. Then, it determines whether the do-
main name owner maintains a legitimate interest in
the name. Finally, ICANN judges whether or not the
domain owner acted in bad faith.

In addition to litigation, individuals, firms, and
organizations have a number of strategies at their dis-
posal to combat cybersquatting. The most common is
to simply register, as quickly as possible, other similar
domain names, such as those with and without hy-
phens or with commonly used initials. Many compa-
nies and individuals have even gone so far as to
register or purchase the domain names of possible
‘‘gripe sites,’’ also known as cyberbashers. Famous-
ly, during the 2000 U.S. presidential campaign the
Web site www.GeorgeBushsucks.com routed curious
visitors to the official George W. Bush campaign site.
Chase Manhattan and other large companies engaged
in similar preemptive strikes against cyberbashers and
squatters.

However, since there can be dozens of possible
domain-name variations that could fall victim to cy-
bersquatting, the defense against cybersquatters may
come down to a cost-benefit analysis. That is, the con-
cerned entity must decide how many different names
it should register in order to protect its identity, and
determine at what point it begins to find diminishing
returns. Most importantly, though, such strategies
must be implemented quickly. Speed is the name of
the game in cybersquatting, as cybersquatters are
practiced in getting to domain names first.
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