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Abstract

This chapter focuses on the understanding of, and issues that surround the prevention, detection,
and investigation of electronic crime. Law enforcement officers and prosecutor’s perceptions
are measured using survey research. Each group is asked questions about their perceptions about
their own work and the work of others in the criminal justice system. This is part of a larger
study that examines all relevant criminal justice system actors’ perceptions about digital
evidence and their role in dealing with it.

INTRODUCTION

Technology has produced new means for committing crime. Whether it is called electronic
crime, computer crime, or cyber crime the end result is the same: a loss, damage, or inva-
sion. According to Myers and Myers (2003, 247), an estimated “$555 million to $13 bil-
lion is lost each year because of the high technology crime problem,” many of which go
unreported.

Identity theft and embezzlement are a few of the more well-known crimes committed
using computers, but there are other crimes often less considered. For example, drug dealers
use computers and other electronic devices in the commission of crimes. They use computers
to maintain their “customer” list and record accounting and transaction information. With the
means to communicate and do business “beyond or without borders,” it is crucial for law
enforcement to understand exactly how to prevent, detect, and investigate electronic crimes
(Oates 2001). If computer crime is continued to be given such little attention, especially at the
state and local levels, it will become an even greater significant challenge for law enforcement
than DNA was when it was initially used as evidence in legal cases. We have yet to recover
from the backlog of DNA evidence that was generated in U.S. crime laboratories. While offi-
cers had to learn how to identify and collect DNA evidence at crime scenes using practices
that they were unfamiliar with, expectations for digital evidence (DE) are more extensive. As
with DNA evidence officers must learn how to identify and collect DE, it is most often neces-
sary for them to also learn how to investigate a computer crime, and conduct a forensic analy-
sis of the evidence. These procedures are not taught at most basic or in-service training
classes and require much more time and resources to teach. So, it is necessary to immediately
deal with some of the previously identified issues in hopes of preventing another situation
similar to what occurred with DNA.
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Background 479

BACKGROUND

According to Palfrey (2000, 174), “Cyberspace spans jurisdictions and state power may have no
control over instantaneous information flow across borders.” Even more confounding is that not
everyone agrees on the definition of cyber crime. Commonly thought of cyber crimes in the
United States include: hacking, viruses, and denial-of-service attacks that creates chaos for those
affected (Groves 2003). According to Wall (1998) and Palfrey (2000) there are four categories of
cyber crime: “cyber-trespass (hackers, spies, terrorists), cyber-theft (credit, cash and intellectual
piracy), cyber-obscenity (pornography and the dissemination of obscene material) and cyber-
violence (stalking, hate speech, ‘bomb talk’).” Other researchers have placed computer crimes
into the categories of computer as a target, computer as an instrument of the crime, computer as
incidental to crime, and crimes associated with the prevalence of computers (Casey 2001; Taylor
1999). However, it is possible that crimes may overlap among categories as these are not mutually
exclusive. While the categorization of computer crime might not be as important to the forensic
analysis of the DE, understanding this categorization makes it easier for officers to think of evi-
dence associated with these various types of crimes as well as shedding light on an investigation.

Due to the changing nature of technology, “collecting, managing, processing, and
sharing information” has never been easier (Hinduja 2004, 38). With one click of a button, an
individual can submit personal information such as name, address, phone number, social
security number, and bank account numbers. According to Correia and Bowling (1999, 228),
the widespread increase in technology has left many vulnerable because it has “provided a
new arena for criminal activity.” “Broken windows” exist in cyberspace because of easy tar-
gets online (Correia and Bowling 1999). There are many obstacles for law enforcement in
maintaining some sort of order in cyberspace. According to published studies, law enforce-
ment is struggling to keep pace with the changes in technology and the sheer volume of poten-
tial evidence and data that is generated by computer and online technology (Rogers and
Zeigfried 2004; Stambaugh 2000), as previously discussed.

What were once traditional crimes of theft, larceny, and vandalism have bred a techno-
logically advanced criminal who understands the workings of a computer system. Not only
are criminals able to commit crimes via the computer, but many are hiding evidence on them
(e.g., steganography). Law enforcement must widen their scope and learn new ways to inves-
tigate these crimes with appropriate identification of DE in order to apprehend and, more
importantly, convict criminals.

Debate over whose job it is to “police the Internet” has existed for years continues to be
a problem (Wall 1998). The debate focuses on the notion that there should be personal respon-
sibility, industry responsibility, and responsibility on the part of Internet Service Providers
(ISPs). Regardless of whose responsibility the public feels it should be, there is a needed
response by law enforcement and the private sector to deal with the changing nature of tech-
nological crimes by preventing and investigating computer and cyber crime. Certainly,
though, if citizens accept personal responsibility as well, this can only benefit law enforce-
ment and the private sector in carrying out their duties.

Policing the Internet has taken on a self-regulation approach with many doing what they
can on a personal level to protect themselves (Wall 1998). Users are reminded to update
antivirus definitions, update software patches, install personal firewalls, and use encryption with
private data. Only after a violation occurs are law enforcement called in to investigate, if, 
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480 Chapter 24 Digital Evidence

in fact, they are ever called at all. Report rates of computer crime are likely not accurate and
many are never reported, because of embarrassment of the victim, unawareness that they are a
victim, and the low prosecution rate of this sort of offense (Wall 1998). Additionally, victims
often do not know who to report a computer crime too. This makes sense based on the ques-
tion of who is really responsible for investigating crimes of this kind.

Most local agencies have less or no persons responsible for investigating computer
crime. Additionally, in a study conducted by Cheurprakobkit and Pena (2003), they found that
only a small percentage of agencies (14 percent) had a dedicated cyber crime unit. Reasons
cited for limited numbers of cyber crime units are attributed to the lack of training, funding,
and support from superiors, which affects the likelihood of even having one officer allocated
to computer crimes. Likewise, Huey (2002) found that many officers were fearful of investi-
gating online crimes due to lack of human resources, funds, and training. With such resource
deficits, law enforcement agencies cannot be prepared to handle computer-related crimes and
much less develop computer crime units (Correia and Bowling 1999).

It is through proper training that Huey (2002) contends that law enforcement will gain
confidence to address the cyber front; however, officer training is difficult for many to obtain
and costly if it is available. According to Cheurprakobkit and Pena (2003), half of their
respondents received less than two days training. Another complicating factor affecting train-
ing is that in order to stay current with the changing nature of computer crime, officers must
continually receive up to date training (Correia and Bowling 1999). This proves challenging
for many agencies, especially small ones, because of limited personnel and funding.

In order for a computer crime unit to succeed there must be a positive “officer’s attitude,
institutional support, personnel, and networking” (Cheurprakobkit and Pena 2003, 24).
Ideally, agencies will be willing to work with other agencies because small departments gen-
erally do not have as much resources to handle computer crime investigations as larger ones
do. Most officers are not familiar with advanced technologies and do not know how to inves-
tigate computer crimes. Computer crime training is needed; a basic knowledge of computers
assists an officer in grasping the material faster. However, Myers and Myers (2003) indicate
that there is not enough law enforcement or security personnel with even the foundational
knowledge or interest to keep up with the growing demand.

Organizational support is extremely important for an officer engaged in cyber investiga-
tion. Proper training and equipment is needed and in addition, a deeper understanding about
the nature and extent of computer crime by upper administration is necessary (ISTS 2002;
Stambaugh 2000).

Despite the increase in computer crime, results from a study conducted by Correia and
Bowling (1999) found that approximately 70 percent of agencies surveyed indicated that
computer crime was a low priority. A correlation between size of agency and anticipation of
increasing computer crime was found, indicating that larger agencies believe it was more
likely to impact their department (Correia and Bowling 1999).

Part of the problem in responding to cyber and computer crimes is the lack of attention
it has received. Investigating crimes with no jurisdictional boundaries presents a significant
challenge for law enforcement and security personnel. Many acts taking place against
Americans are occurring in other countries too, with minimal legislation to effectively deal
with international computer crime incidents (Litt 1999).

Law enforcement is not at a complete loss. There is software available that assists digi-
tal examiners in collecting crucial evidence from seized computers (O’Brien 2005). Several
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Method 481

ad hoc and formal associations have been set up to assist investigators in dealing with the
complexities of computer investigations (e.g., International Association of Computer
Investigative Specialists—IACIS, High Technology Crime Investigators Association—
HTCIA). The FBI has also created the Scientific Working Group on Digital Evidence
(SWGDE) in order to standardize investigative protocols and methods of dealing with DE.
Academia and the private sector are also helping with basic and applied research, and publi-
cations related to computer investigations and DE.

Court is an additional concern of law enforcement and security personnel. Typically, the
question is asked about whether the examiner had the needed “level of expertise” to conduct
the forensic examination or better yet, testify in court (O’Brien 2005, 159). The field of digi-
tal forensics is currently pushing for scientific and legal recognition in order to be treated like
DNA analysis. In fact, the American Academy of Forensic Sciences (AAFS), the professional
organization for primarily those who work in crime laboratories, is currently developing a
section within the organization for Digital and Multimedia Analysis, which would include
those individuals who have knowledge of computer forensics.

The purpose of this chapter is to present preliminary findings of state and local law
enforcement officers and their knowledge and perception of DE. This work is a part of a
larger study examining roles of those working in the criminal justice system, their percep-
tions of DE training, and how DE moves through the criminal justice system.

METHOD

The respondents chosen to participate in the survey were state and local law enforcement agen-
cies (State & Local Entities—SLE) selected from the National Public Safety Information Bureau
database and district and county attorneys that prosecuted criminal cases from around the coun-
try. The SLE sample consisted of the top 199 largest agencies, and a stratified random sample of
municipal and county agencies (n = 400), and State Police and Bureaus of Investigation (n = 72).

The SLEs and prosecutors were contacted via mail outs and were asked to answer a
series of questions about DE. A total of 661 SLE surveys were mailed and 280 were returned,
resulting in a 42 percent response rate. A total of 310 prosecutor surveys were distributed with
a preliminary return of 85 surveys. The prosecutor response rate is 27.4 percent.

Attached to each survey questionnaire was a cover letter outlining objectives of the
study, the principal investigator’s contact information, a guarantee of anonymity and adher-
ence to the University’s Human Subjects Guidelines. A self-addressed stamped envelope was
included for returning the completed questionnaire.

Agency Demographics

SLE agency demographics are presented in Table 24-1. Almost half (49.3 percent) of the
respondents were from Municipal agencies. City Sheriffs, State Sheriffs, and Merged County
and Municipal agencies each represented 0.4 percent of the respondents. Prosecutor agency
demographics show county attorneys represented 38.8 percent of respondents with district
attorneys representing 28.2 percent (see Table 24-2).

Survey responses for each discipline came from varying states. The state with the most
SLE responses was California (7.1 percent), followed by Georgia (6.0 percent), Texas
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482 Chapter 24 Digital Evidence

TABLE 24-1 SLE Agency Demographics

Type Frequency Percent

Municipal 138 49.3
County Sheriff 70 25.0
State Police 44 15.7
County Police 19 6.8
Marshal 3 1.1
Bureaus of Investigation 3 1.1
Merged County and Municipal 1 0.4
State Sheriff 1 0.4
City Sheriff 1 0.4
TToottaall 280 100

TABLE 24-2 Prosecutor Agency Demographics

Type Frequency Percent

County 33 38.8
District 24 28.2
Circuit 14 16.5
Combination 10 11.8
Juvenile 2 2.4
City 1 1.2
Missing 1 1.2
TToottaall 85 100

(5.0 percent), and Ohio and Florida (both 4.3 percent). The highest response for the prosecu-
tor survey came from Kentucky and West Virginia (both 7.1 percent). Minnesota and Montana
each represented 6.0 percent of respondents.

FINDINGS

Status of Digital Evidence

Findings reveal that more than half (56.6 percent) of respondents did not have a dedicated
computer crime and/or digital forensics unit that includes one or more fulltime employees.
Approximately 43 percent indicated having a computer crime unit that investigates and
examines DE as opposed to only having the examination capability. Units ranged from 1 to 54
people with one to four officers being the most common.
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FIGURE 24-1 Types of Digital Evidence Training Offered

Questions regarding agency policies concerning who can seize, duplicate, examine, or
analyze DE were asked. Approximately 31 percent reported they had such a policy. Almost 
64 percent indicated that the handling of DE is restricted to certain personnel. With regard to
training, 48 percent indicated that their agency requires specific training to seize DE. Numbers
were slightly higher (54 percent) for respondents answering whether or not their agency
requires specific training to duplicate DE. Fifty-six percent reported that their agency requires
specific training to examine DE. Lastly, 59 percent reported that their agency requires specific
training to analyze DE.

Training and Certifications

Several questions were asked about training and certifications. Two-thirds (76 percent) of the
respondents indicated that their agency does not certify individuals to perform any duties
related to DE. Additionally, 59 percent indicated that their agency does not require an outside
certification to perform such duties. Responses to types of training offered revealed that
almost 50 percent of respondents stated that they received specialized training in DE, while
roll call training was the least utilized method for training about DE (Figure 24-1). Private
organizations were found to be the most common trainers for DE (43.6 percent), followed
closely by federal agencies (41.4 percent) (Figure 24-2).

It is important to examine the specific types of training associated with DE to better
determine agency capabilities. The two most common types of training were basic data recov-
ery and acquisition (60.7 percent) and basic online technical skills (59.3 percent). Least com-
monly identified were basic local area network (LAN) investigations (Table 24-3).
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FIGURE 24-2 Providers of Digital Evidence Training

TABLE 24-3

Types of Training Percent

Basic data recovery and acquisition 60.7

Basic online technical skills 59.3

Intermediate data recovery and analysis 50.7

Investigation of online child exploitation 47.9

Advanced data recovery and analysis 46.4

Undercover chat investigations 41.1

Windows Internet trace evidence 40.7

Windows NT operating system 39.6

Basic Local Area Network (LAN) investigations 32.9

484 Chapter 24 Digital Evidence

Law Enforcement and Prosecutor Perceptions

Both law enforcement and prosecutors were asked if DE is routinely (over 50 percent of the
time) considered in all of the criminal cases they investigate and prosecute. Approximately
51 percent of law enforcement respondents indicated that DE is considered during investigations
by their agency, as opposed to 37 percent of prosecutors. On average, however, 18 percent of
cases investigated by law enforcement and 21 percent of cases prosecuted by prosecutors
include DE.

Surprisingly, prosecutor’s perceptions of law enforcement and law enforcement’s per-
ception of prosecutors are quite similar (Figure 24-3). Approximately one-third of each group
thought that the other discipline was moderately knowledgeable about DE.
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Only 5 percent of each discipline felt that the other was very knowledgeable about DE.
These perceptions are important because this could affect the response or willingness to work
with DE. If law enforcement feels prosecutors are not very knowledgeable, they might be less
likely to collect such evidence for fear of wasting their own time. Similarly, if prosecutors feel
that law enforcement is not well versed in handling DE they could possibly feel that evidence
was not collected adequately and decide not to prosecute.

Despite prosecutors and law enforcement having similar perceptions about each other’s
knowledge about DE, significant differences were found for perceptions of willingness to
prosecute cases with DE. The mean for prosecutors was 3.39 (s.d. = .78) and the mean for law
enforcement was 2.96 (s.d. = .80). The difference between the means indicates a significant
difference between groups (t = –4.29, df = 327, p <.001) (Figure 24-4).

Significant differences were not found for law enforcement’s and prosecutors’ percep-
tions about judges’ knowledge. Responses primarily indicate that judges are somewhat limited
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with DE Are
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486

to moderately knowledgeable about DE. The mean for prosecutors was 2.19 (s.d. = .96) and the
mean for law enforcement was 2.31 (s.d. = .97). The difference between the means does not
indicate a significant difference between groups (t = .996, df = 305, p>.05) (Figure 24-5).
Similarly, means were closely related for both prosecutors (mean = 3.11, s.d. = .78) and law
enforcement (mean = 2.98, s.d. = .69) on perceptions of judges’ willingness to admit DE at
trial. No significant difference exists between groups (t = -1.454, df = 302, p > .05) (Figure 24-6).
Caution should be used in interpretation of these results due to the fact that ordinal scales are
being treated as if they have been measured at the interval/ratio level.

486 Chapter 24 Digital Evidence
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DISCUSSION

A response is needed and much of the responsibility falls on local and state law enforcement.
With this is mind, police organizations have had a difficult time keeping up with the
changing nature of information systems, oftentimes because of limited resources. Law
enforcement must begin to consistently identify, collect, and analyze DE more than they
have in the past, but they should also be engaged in preventing cyber crimes, which will be a
challenging transition to make. Historically law enforcement has operated in a reactive
mode, primarily responding to calls. Cyber crime prevention will likely require even more
training than was previously discussed and means that decision makers must reevaluate their
resource allocation and perhaps even goals and objectives of the organization. The changing
nature of information technology will also be a factor for continuous consideration.

Despite critics, as more and more crimes are committed via computers, smaller depart-
ments must find a way to address this problem. No community will be, or is, immune from
cyber- or computer crimes. Cheurprakobkit and Pena (2003) found that discrepancies exist
between the number of computer crimes reported to agencies with and without computer
crime units. Law enforcement has a responsibility to do what they can to prevent, investigate,
and prosecute these crimes. Unlike in the past, dealing with cyber crime and, consequentially,
DE will take more than just the resources of one law enforcement organization. Law enforce-
ment must engage other law enforcement agencies at various levels, including federal law
enforcement, which in many cases already have capabilities as well as resources for cyber
crime investigations. The private sector has been dealing with cyber crime much longer than
public law enforcement, so it would be wise for them to collaborate and take advantage of the
experience and expertise available in the private sector.

CONCLUSION

It is apparent from the current study and previous works that resources and training are among
the primary concerns of law enforcement in dealing with DE due to the increased commission
of cyber crime. Law enforcement may have to reprioritize their budget requests to include
additional personnel and training for developing cyber crime investigative capabilities.

Law enforcement is not the only agent within the criminal justice system that needs
training. Prosecutors and judges must also have a level of familiarity with which they can
effectively do their jobs when dealing with DE resulting from cyber crime. Laboratory per-
sonnel, in cases where DE is analyzed outside of the law enforcement agency, must have com-
puter forensic capabilities to deal with the DE.

Ideally we would not get in the same situation with DE as we have with DNA evidence.
If a more proactive stance is taken to deal with DE, then hopefully a backlog of DE that can
easily overwhelm crime labs will not be created. However, the situation is more complicated
with DE because law enforcement, in many cases will be expected to develop their own foren-
sic analysis capabilities within their agencies, whereas with DNA, the greatest challenge was
to train the officers to identify and collect DNA evidence. The laboratory analysis is left to the
laboratory personnel, because law enforcement officers would not have the same capabilities
as forensic scientists who analyze DNA evidence do.

It is imperative to understand the various roles of individuals in the criminal justice
system that might have to deal with DE. With greater understanding, agencies are better
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488 Chapter 24 Digital Evidence

positioned to collaborate with other agencies in not only reacting to cyber crime but hope-
fully, in time, being able to take preventive measures that will facilitate a decrease in cyber
crime and less strain on the agency.

If agencies are capable of dealing with DE, policies and procedures must be developed
to guide all of the associated processes. The International Association of Chiefs of Police
(IACP) develops Model Policies for law enforcement organizations that can be used in these
efforts. Additionally, agencies should collaborate with each other in not only developing ade-
quate policies and procedures, but also in identifying promising practices that agencies can
use as benchmarks for guidance.

K EY  T E R M S

Criminal justice system
Digital evidence
Law enforcement
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Abstract

This chapter discusses several evidentiary issues in the prosecution of crimes involving com-
puters and the Internet. Issues discussed include preserving evidence that is in electronic form
and search and seizure issues involving computers and electronic files. The chapter also
points out that the Internet is a great vehicle for individuals involved in financial fraud and
child pornography.

INTRODUCTION

In this chapter, several of the more important evidentiary issues concerning the prosecution
of crimes committed by use of the Internet will be discussed. This chapter is designed, not
for trial lawyers, but for criminal justice professionals and to provide them with some of
the evidence issues involved in the prosecution of crimes involving the Internet and the

Chapter 26

Evidence Issues Involved 
in Prosecuting Internet Crime
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128 U.S. Code (Rules Appendix).

computer. Two major classes of crimes committed by using the Internet include financial
fraud and child pornography. The Internet has been a great vehicle for individuals involved 
in both financial fraud and child pornography. In prosecuting both types of cases, one of the
most frequent evidence issues is the right to search and seize a suspect’s computer.
Accordingly, a fair amount of discussion will be devoted to that issue. Two other issues dis-
cussed in this chapter are the problems of proving venue and criminal intent.

In criminal cases, the primary purpose of the rules of evidence is to secure a defendant’s
constitutional right to a fair trial. One scholar defined the study of evidence as the study of
the legal regulations of proof of facts and the inferences and arguments that arise from such
proof, in the trial of a civil or criminal lawsuit (Rothstein, Raeder, and Crump 2003).

The first murder trial in the American Colonies occurred in September 1630. It is also
one of the first reported cases that discussed the rules of evidence. John Billington, who came
over on the Mayflower, was convicted of murdering John Newcomen. After a heated argu-
ment between the two, Billington fatally shot fellow colonist John Newcomen in the back
with a blunderbuss. The Massachusetts Bay Colony Governor William Bradford advised that
Billington ought to die and his land be purged of blood (forfeited to the state). Billington was
tried for the English common law crime of murder using the common law rules of evidence;
he was found guilty and hanged (Collected Essays of Albert Borowitz 2005).

The rules of evidence have evolved almost entirely from decisional law handed down
by the courts. At the time that Billington was tried in 1630, evidentiary rules were based
entirely upon decisional law. Later those decisions were codified in statutes and rules of court.
The most influential codification of the rules of evidence is the Federal Rules of Evidence
(FRE)1 The federal rules were drafted by a distinguished panel of lawyers, judges, and evi-
dence scholars. The U.S. Supreme Court approved the rules and transmitted to Congress
where they were adopted and became effective July 1, 1975. Most states have used the FRE as
the basis for their rules of evidence.

FIRST INTERNET BANK ROBBERY

Vladimir Levin, a biochemistry graduate of St. Petersburg’s Tekhnologichesky University in
mathematics, led a Russian hacker group in one of the first publicly revealed international
bank robberies. Levin used a laptop computer in London to access the Citibank network, and
then obtained a list of customer codes and passwords. Then he logged on 18 times over a
period of weeks and transferred $3.7 million through wire transfers to accounts his group con-
trolled in the United States, Finland, the Netherlands, Germany, and Israel. Citibank later
retrieved all but about $400,000 of the money.

When Citibank noticed the transfers, they contacted the authorities, who tracked Levin
down and arrested him at a London airport in March, 1995. He fought extradition for 
30 months, but lost, and was transferred to the US for trial. He was convicted and sentenced
to three years in jail, and ordered to pay Citibank $240,015. Four members of Levin’s group
pleaded guilty to conspiracy to commit bank fraud, and served various sentences (Carley and
O’Brien 1995).
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Search Warrant Problems 505

EVIDENCE IN BANK COMPUTER HACKING CASES

According to Professor Orin S. Kerr, the process of collecting electronic evidence in com-
puter hacking cases is generally divided into three steps with each step presenting unique
facts and requiring special considerations. Kerr’s three steps are (1) collecting digital evi-
dence that is in transit, (2) collecting digital evidence stored with friendly third parties, and
(3) collecting digital evidence stored with hostile parties such as the target (Kerr 2005).

The most basic step, according to Kerr, is obtaining stored records from the system
administrators of the various computer servers used in the attack. In this step, the investigator
must contact the system administrator to determine if they have any records of the connection
to the bank at the particular time that the attack occurred. Investigations are rarely simple. The
trail of evidence is usually interrupted somewhere along the way. In step 2, the biggest prob-
lem is that few system administrators keep comprehensive records, and those records that are
kept often are deleted after a brief period of time. In addition, hackers routinely target inter-
mediary computers known to keep few or no records so as to frustrate investigators.

Kerr contends that the key in most cases is step 3, recovering the computer used to
launch the attack. If the police can find and analyze the computer, it will likely yield damning
evidence. The records kept by most operating systems can allow forensics experts to recon-
struct with surprising detail who did what and when. Even deleted files often can be recovered,
as a delete function normally just marks storage space as available for new material and does
not actually erase anything. An analysis of the computer may reveal a file containing the bank
password used to set up the unauthorized account. It may reveal records from that account, or
records taken from some of the intermediary computers. Even if no such documents are found,
it may be possible to tell whether the attack was launched from the computer.

SEARCH WARRANT PROBLEMS

A search warrant should be issued only upon a showing of probable cause to believe that the
legitimate object of a search is located in a particular place, and therefore safeguards an indi-
vidual’s interest in the privacy of his home and possessions against the unjustified intrusion
of the police. (Steagald v. United States, 451 U.S. 204, 213 (1981))

One U.S. Court of Appeals noted that the Fourth Amendment incorporates a great many spe-
cific protections against unreasonable searches and seizures (United States v. Beusch, 596
F.2d 871 (9th Cir. 1979)). The contours of these protections in the context of computer
searches pose difficult questions. Computers are simultaneously filing cabinets (with millions
of files) and locked desk drawers; they can be repositories of innocent and deeply personal
information, but also of evidence of crimes. The former must be protected, the latter discov-
ered. As society grows ever more reliant on computers as a means of storing data and com-
municating, courts will be required to analyze novel legal issues and develop new rules within
the established Fourth Amendment jurisprudence (Probst and Wright 2006). The Court noted
that the fact of an increasingly technological world is not on us as we consider the proper bal-
ance to strike between protecting an individual’s right to privacy and ensuring that the gov-
ernment is able to prosecute suspected criminals effectively.

As former Supreme Court Justice Lewis Brandeis’s noted in Olmstead v. United States,
“Ways may some day be developed by which the Government, without removing papers from

M26_SCHM8860_01_SE_C26.QXD  2/1/08  11:55 PM  Page 505

J
O
H
N
S
O
N
,
 
O
L
I
V
I
A
 
 
9
1
1
0



506 Chapter 26 Evidence Issues Involved in Prosecuting Internet Crime

218 U.S.C. § 2251(c) (now 18 U.S.C. § 2251(d)).
318 U.S.C. § 2252A(a)(1).

secret drawers, can reproduce them in court, and by which it will be enabled to expose to a
jury the most intimate occurrences of the home. Can it be that the Constitution affords no pro-
tection against such invasions of individual security?” (Olmstead v. United States, 277 U.S. 438,
474 (1928)).

In United States v. Rogers (No. 05-1455-cr (2d Cir. 12/19/2005)), the defendant-
appellant, Jan Elijah Rogers, was convicted of two counts of advertising to receive, exchange,
and distribute child pornography,2 and one count of transporting child pornography by
computer.3 He was sentenced to 20 years’ imprisonment.

Rogers challenged the search warrant pursuant to which most of the evidence against
him was discovered. He argued that the warrant was without probable cause because no images
of child pornography had been found prior to the issuance of the warrant. In response to that
argument, the court cited United States v. Singh (390 F.3d 168, 181 (2d Cir. 2004)) and stated:

In reviewing a magistrate’s probable cause determination, we accord substantial deference
to the magistrate’s finding and limit our review to whether the issuing judicial officer had a
substantial basis for the finding of probable cause.“The warrant was based, among other
things, on a chat room advertisement in which Rogers advertised” a server for fans of
panty/diaper, swimsuit, and action pix (0–8 yrs), a post by Rogers stating “remember, the
higher the quality, the younger the girl (or boy), and the better the action, the more bonus
credits you receive,” and a file directory indicating files with names like “BBRAPE.” The
court held that given all the circumstances set forth in the affidavit, there was a fair proba-
bility that evidence of a crime would be found in Rogers’ residence and the magistrate judge
had a substantial basis for finding probable cause.

Rogers also attached the search warrant because of the Fourth Amendment require-
ment that a search warrant must particularly describe the things to be seized. He claimed that
because of the many files and e-mails on his computer, that the warrant should have listed
which files and e-mails that could be seized under the warrant. He also contended a warrant
to seize all files on a computer was overly broad and violated the Fourth Amendment. The
court held that the warrant was sufficiently specific to enable the executing officer to ascer-
tain and identify with reasonable certainty those items that the magistrate has authorized him
to seize.

In United States v. Adjani (No. 05-50092 (9th Cir. 07/11/2006)), while executing a
search warrant at the home of defendant Christopher Adjani to obtain evidence of his alleged
extortion, agents from the Federal Bureau of Investigation (FBI) seized Adjani’s computer
and external storage devices, which were later searched at an FBI computer lab. They also
seized and subsequently searched a computer belonging to defendant Jana Reinhold, who
lived with Adjani, even though she had not at that point been identified as a suspect and was
not named as a target in the warrant. Some of the e-mails found on Reinhold’s computer
chronicled conversations between her and Adjani that implicated her in the extortion plot.
Relying in part on the incriminating e-mails, the government charged both Adjani and
Reinhold with conspiring to commit extortion in violation of 18 U.S.C. § 371 and transmit-
ting a threatening communication with intent to extort in violation of 18 U.S.C. § 875(d).
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With respect to the computer search, the search warrant in question prescribed the process
to be followed: “In searching the data, the computer personnel will examine all of the data con-
tained in the computer equipment and storage devices to view their precise contents and deter-
mine whether the data falls within the items to be seized as set forth herein.” Additionally, it
noted that “in order to search for data that is capable of being read or intercepted by a computer,
law enforcement personnel will need to seize and search any computer equipment and storage
device capable of being used to commit, further, or store evidence of the offense listed above.”

The defendants brought motions to suppress the e-mails, arguing that the warrant did
not authorize the seizure and search of Reinhold’s computer and its contents; but if it did, the
warrant was unconstitutionally overbroad or, alternatively, the e-mails fell outside the scope
of the warrant. The district court granted the defendants’ motion to suppress the e-mail com-
munications between Reinhold and Adjani, finding that the agents did not have sufficient
probable cause to search Reinhold’s computer, and that once they discovered information
incriminating her; the agents should have obtained an additional search warrant. The govern-
ment appeals this evidentiary ruling, but only with respect to three e-mails. The district court
had indicated that the warrant was overly broad regarding the computer search.

The Court of Appeals reversed the district court decision as to the three e-mails and held
that the government had probable cause to search Reinhold’s computer, and that the warrant
satisfied the test for specificity and the seized e-mail communications fell within the scope of
the properly issued warrant.

The Court of Appeals held that the warrant was supported by probable cause, because
the affidavit submitted to the magistrate judge established that there was a fair probability that
contraband or evidence of a crime would be found in computers at Adjani’s residence. The
Court stated that the extensive 24-page supporting affidavit described the extortion scheme in
detail, including that Adjani possessed a computer-generated database and communicated
with Paycom over e-mail, requiring the use of a computer. The court also noted that the
agent’s affidavit explained the need to search computers, in particular, for evidence of the
extortion scheme: “I know that considerable planning is typically performed to construct and
consummate extortion. The plan can be documented in the form of a simple written note or
more elaborate information stored on computer equipment.”

The court in addressing the issue of ownership of the computer noted that the agents,
acting pursuant to a valid warrant to look for evidence of a computer-based crime, searched
computers found in Adjani’s residence and to which he had apparent access. That one of the
computers actually belonged to Reinhold did not exempt it from being searched, especially
given her association with Adjani and participation in some of his activities as documented in
the agent’s supporting affidavit. The officers therefore did not act unreasonably in searching
Reinhold’s computer as a source of the evidence targeted by the warrant.

Reinhold argued that the e-mails were outside the scope of the warrant because they
implicated her in the crime and supported a charge of conspiracy to commit extortion (a crime
not specifically mentioned in the warrant), the Court rejected the argument and stated that
there is no rule or case law suggesting that evidence turned up while officers are rightfully
searching a location under a properly issued warrant must be excluded simply because the
evidence found may support charges for a related crime or against a suspect not expressly
contemplated in the warrant.

The Court of Appeals stated that there was no need for the agents expressly to claim in
the affidavit that they wanted to arrest Reinhold, or even that Reinhold was suspected of any
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criminal activity. The government needed only to satisfy the magistrate judge that there was
probable cause to believe that evidence of the crime in question—here extortion—could be
found on computers accessible to Adjani in his home, including—as it developed—
Reinhold’s computer. By setting forth the details of the extortion scheme and the instrumen-
talities of the crime, augmented by descriptions of Reinhold’s involvement with Adjani, the
government satisfied its burden. The Court held that the magistrate judge properly approved
the warrant, which in turn encompassed all the computers found at Adjani’s residence.

The Court of Appeals stated that the Fourth Amendment’s specificity requirement pre-
vents officers from engaging in general, exploratory searches by limiting their discretion and
providing specific guidance as to what can and cannot be searched and seized. And that gen-
eral warrants are prohibited. The Court stated that nothing is left to the discretion of the offi-
cer executing the warrant. However, the level of detail necessary in a warrant is related to the
particular circumstances and the nature of the evidence sought. Warrants, according to the
court, which describe generic categories of items, are not necessarily invalid if a more precise
description of the items subject to seizure is not possible.

The Court noted that the warrant in question objectively described the items to be
searched and seized with adequate specificity and sufficiently restricted the discretion of
agents executing the search. The warrant affidavit began by limiting the search for evidence of
a specific crime—transmitting threatening communications with intent to commit extortion.
And that reference to a specific illegal activity can, in appropriate cases, provide substantive
guidance for the officer’s exercise of discretion in executing the warrant. The specificity of the
items listed in the warrant combined with the language directing officers to obtain data as it
relates to the case from the computers was sufficiently specific to focus the officer’s search.

In United States v. Hay (231 F.3d 630 (9th Cir. 2000)), the defendant made an argument
similar to Reinhold’s, challenging the district court’s ruling allowing evidence of child
pornography found on his computer to be used against him at trial. Hay claimed that the affi-
davit submitted by officers to obtain a warrant did not establish probable cause to engage in a
search of Hay’s computer because there was no evidence that he fell within a class of persons
likely to collect and traffic in child pornography because the affidavit did not indicate that he
was a child molester, pedophile, or collector of child pornography and sets forth no evidence
that he solicited, sold, or transmitted child pornography. The Court of Appeals rejected Hay’s
challenge, holding that it is well established that a location can be searched for evidence of a
crime even if there is no probable cause to arrest the person at the location. The correct
inquiry was whether there was reasonable cause to believe that evidence of misconduct was
located on the property that was searched. Property owned by a person absolutely innocent of
any wrongdoing may nevertheless be searched under a valid warrant (United States v. Melvin,
596 F.2d 492, 496 (1st Cir. 1979)).

In one federal court case involving the search of a business, the Court of Appeals for the
Ninth Circuit held that the search warrant was impermissibly general where the only limita-
tion on the search and seizure of appellants’ business papers was the requirement that they be
the instrumentality or evidence of violation of the general tax evasion statute. The Court noted
that the officers’ discretion was unfettered, there was no limitation as to time and there is no
description as to what specific records were to be seized (United States v. Cardwell, 680 F.2d
75 (9th Cir. 1982)).

In drafting a search warrant for electronic files on a computer, care should be taken to
narrow the scope of the warrant to prevent the issue of an overly broad search warrant. For
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4A violation of 18 U.S.C. § 2252A(a)(5)(B) (1996).

example the computer used to draft this paper had 94,178 files on it, with less than 20 percent
of its hard drive being used. A warrant to search the contents of a computer, that is, all files on
the computer may too broad to withstand a challenge.

SEARCHES THAT EXCEED THE SCOPE OF THE WARRANT

The problem that was addressed in United States v. Carey is a common problem in computer
searches (172 F.3d 1268 (10th Cir. 1999)). Patrick J. Carey was charged with one count of pos-
sessing a computer hard drive that contained three or more images of child pornography pro-
duced with materials shipped in interstate commerce.4 Following a conditional plea of guilty,
he appealed an order of the district court denying his motion to suppress the material seized
from his computer on grounds it was taken as the result of a general, warrantless search.

Carey had been under investigation for some time for possible sale and possession of
cocaine. Controlled purchases had been made from him at his residence, and six weeks after
the last purchase, police obtained a warrant to arrest him. During the course of the arrest, offi-
cers observed in plain view a “bong,” a device for smoking marijuana, and what appeared to
be marijuana in defendant’s apartment. Alerted by these items, a police officer asked Carey to
consent to a search of his apartment. The officer said he would get a search warrant if Carey
refused permission. After considerable discussion with the officer, Carey verbally consented
to the search and later signed a formal written consent at the police station. Because he was
concerned that officers would “trash” his apartment during the search, Carey gave them
instructions on how to find drug-related items.

Armed with this consent, the officers returned to the apartment that night and discov-
ered quantities of cocaine, marijuana, and hallucinogenic mushrooms. They also discovered
and took two computers, which they believed would either be subject to forfeiture or evidence
of drug dealing.

The computers were taken to the police station and a warrant was obtained by the offi-
cers allowing them to search the files on the computers for names, telephone numbers, ledger
receipts, addresses, and other documentary evidence pertaining to the sale and distribution of
controlled substances. Detective Lewis and a computer technician searched the contents of the
computers, first viewing the directories of both computers’ hard drives. They then downloaded
onto floppy disks and printed the directories. Included in the directories were numerous files
with sexually suggestive titles and the label “JPG.” Lewis then inserted the disks into another
computer and began searching the files copied from Mr. Carey’s computers. His method was
to enter key words such as, money, accounts, people, etc., into the computer’s explorer to find
text-based files containing those words. This search produced no files related to drugs.

Lewis continued to explore the directories and encountered some files he was not famil-
iar with. Unable to view these files on the computer he was using, he downloaded them to a
disk which he placed into another computer. He then was “immediately” able to view what he
later described as a “JPG file.” Upon opening this file, he discovered it contained child
pornography.

Lewis downloaded approximately 244 JPG or image files. These files were transferred
to 19 disks, only portions of which were viewed to determine that they contained child
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510 Chapter 26 Evidence Issues Involved in Prosecuting Internet Crime

pornography. Although none of the disks was viewed in its entirety, Lewis looked at about
five to seven files on each disk.

Defendant Carey moved to suppress the computer files containing child pornography.
During the hearing on the motion, Lewis stated although the discovery of the JPG files was
completely inadvertent, when he saw the first picture containing child pornography, he devel-
oped probable cause to believe the same kind of material was present on the other image files.
When asked why, therefore, he did not obtain a warrant to search the remaining image files
for child pornography, he stated, that question did arise, and my captain took care of that
through the county attorney’s office. No warrant was obtained, but the officer nonetheless
continued his search because he believed he had to search these files as well as any other files
contained in the computer.

Upon further questioning by the government, Lewis retrenched and stated until he
opened each file, he really did not know its contents. Thus, he said, he did not believe he was
restricted by the search warrant from opening each JPG file. Yet, after viewing a copy of the
hard disk directory, the detective admitted there was a “phalanx” of JPG files listed on the
directory of the hard drive. He downloaded and viewed these files knowing each of them con-
tained pictures. He claimed, however, “I wasn’t conducting a search for child pornography
that happened to be what these turned out to be.”

At the close of the hearing, the district court ruled from the bench. Without any find-
ings, the court denied the motion, saying: “at this point, the Court feels that the . . .
Defendant’s Motion to Suppress should be denied. And that will be the order of the Court,
realizing that they are close questions.”

The Court of Appeals noted that Carey argued the search of the computers transformed
the warrant into a “general warrant” and resulted in a general and illegal search of the com-
puters and their files. And that the Fourth Amendment requires that a search warrant describes
the things to be seized with sufficient particularity to prevent a general exploratory rummag-
ing in a person’s belongings. Defendant also argued that the requirement that warrants shall
particularly describe things to be seized makes general searches under them impossible and
prevents the seizure of one thing under a warrant describing another. And as to what is to be
taken, nothing is to be left to the discretion of the officer executing the warrant.

The Court of Appeals stated that:

The essential inquiry when faced with challenges under the Fourth Amendment is whether
the search or seizure was reasonable—reasonableness is analyzed in light of what was
reasonable at the time of the Fourth Amendment’s adoption. It is axiomatic that the
4th Amendment was adopted as a directed response to the evils of the general warrants in
England and the writs of assistance in the Colonies.

The Court noted that despite the specificity of the search warrant, files not pertaining to
the sale or distribution of controlled substances were opened and searched, and according
to Mr. Carey, these files should have been suppressed.

The government had argued that the plain view doctrine authorized the police search
(Coolidge v. New Hampshire, 403 U.S. 443, 465 (1971)). Under the plain view doctrine, a
police officer may properly seize evidence of a crime without a warrant if: (1) the officer was
lawfully in a position from which to view the object seized in plain view; (2) the object’s
incriminating character was immediately apparent, that is, the officer had probable cause to
believe the object was contraband or evidence of a crime; and (3) the officer had a lawful right
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of access to the object itself (United States v. Soussi, 29 F.3d 565, 570 (10th Cir. 1994), citing
Horton v. California, 110 S. Ct. 2301, 2307 (1990)).

The government had contended that “a computer search such as the one undertaken in
this case is tantamount to looking for documents in a file cabinet, pursuant to a valid search
warrant, and instead finding child pornography.” Just as if officers had seized pornographic
photographs from a file cabinet, seizure of the pornographic computer images was permissi-
ble because officers had a valid warrant, the pornographic images were in plain view, and the
incriminating nature was readily apparent as the photographs depicted children under the age
of 12 engaged in sexual acts. The warrant authorized the officer to search any file because any
file might well have contained information relating to drug crimes and the fact that some files
might have appeared to have been graphic files would not necessarily preclude them from
containing such information.

The Court of Appeals held that the warrant obtained for the specific purpose of searching
defendant’s computers permitted only the search of the computer files for names, telephone
numbers, ledgers, receipts, addresses, and other documentary evidence pertaining to the sale
and distribution of controlled substances. The scope of the search was thus circumscribed to
evidence pertaining to drug trafficking. The Court opined that the government’s argument the
files were in plain view is unavailing because it is the contents of the files and not the files
themselves which were seized. Detective Lewis could not at first distinguish between the text
files and the JPG files upon which he did an unsuccessful word search. Indeed, he had to open
the first JPG file and examine its contents to determine what the file contained. Thus, until he
opened the first JPG file, he stated he did not suspect he would find child pornography. At best,
he says he suspected the files might contain pictures of some activity relating to drug dealing.

The Court noted that his suspicions changed immediately upon opening the first JPG
file. After viewing the contents of the first file, he then had “probable cause” to believe the
remaining JPG files contained similar erotic material. Thus, because of the officer’s own
admission, it is plainly evident each time he opened a subsequent JPG file, he expected to find
child pornography and not material related to drugs. Armed with this knowledge, he still con-
tinued to open every JPG file to confirm his expectations. Under these circumstances, the
Court stated that it could not find that the contents of each of those files were inadvertently
discovered. Moreover, the Court noted, Lewis made clear as he opened each of the JPG files
he was not looking for evidence of drug trafficking. He had temporarily abandoned that
search to look for more child pornography, and only “went back” to searching for drug-related
documents after conducting a five hour search of the child pornography files.

The Court stated that it was clear from his testimony that Lewis knew he was expanding
the scope of his search when he sought to open the JPG files. Moreover, at that point, he was
in the same position as the officers had been when they first wanted to search the contents of
the computers for drug-related evidence. They were aware they had to obtain a search warrant
and did so. These circumstances suggest Lewis knew clearly he was acting without judicial
authority when he abandoned his search for evidence of drug dealing.

The Court stated:

Although the question of what constitutes “plain view” in the context of computer files is
intriguing and appears to be an issue of first impression for this court, and many others, we do
not need to reach it here. Judging this case only by its own facts, we conclude the items seized
were not authorized by the warrant. Further, they were in closed files and thus not in plain view.
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512 Chapter 26 Evidence Issues Involved in Prosecuting Internet Crime

The Court of Appeals noted that since the case involved images stored in a computer,
the file cabinet analogy may be inadequate since electronic storage is likely to contain a
greater quantity and variety of information than any previous storage method, computers
make tempting targets in searches for incriminating information. According to the Court,
relying on analogies to closed containers or file cabinets may lead courts to oversimplify a
complex area of Fourth Amendment doctrines and ignore the realities of massive modern
computer storage.

In United States v. Turner (1999 WL 90209 (1st Cir. February 26, 1999)), the defen-
dant’s neighbor was the victim of a nighttime assault in her apartment, and police officers
obtained the defendant’s consent to search his apartment for signs of the intruder and for evi-
dence of the assault itself. While searching the apartment, an officer noticed the defendant’s
computer screen suddenly illuminate with a photograph of a nude woman resembling the
assault victim. He then sat at the computer and itemized the files most recently accessed.
Several of the files had the suffix “.jpg,” denoting a file containing a photograph. The officer
opened these files and found photographs of nude blonde women in bondage. After calling
the district attorney’s office for guidance, the officer copied these adult pornography files
onto a floppy disk and then searched the computer hard drive for other incriminating files.
He opened a folder labeled “G-Images” and noted several files with names such as “young”
and “young with breasts.” After opening one of these files and observing child pornography,
the officer shut down and seized the computer, and the defendant was charged in a single
count of possessing child pornography. The government contended the “consent was so
broad—authorizing search of all the defendant’s ‘personal property’ that it necessarily
encompassed a comprehensive search of his computer files.” But the First Circuit Court of
Appeals affirmed the suppression of the computer files on grounds “the consent did not autho-
rize the search of the computer” because an objectively reasonable person assessing in context
the exchange between the defendant and these detectives would have understood that the
police intended to search only in places where an intruder hastily might have disposed of any
physical evidence of the assault.

CONSENT TO SEARCH A THIRD PERSON’S COMPUTER

Valid consent is a well-recognized exception to the Fourth Amendment prohibition against
warrantless searches (Schneckloth v. Bustamonte, 412 U.S. 218 (1973)). Consent to search in
the absence of a warrant may, in some circumstances, be given by a person other than the target
of the search (United States v. Block, 590 F.2d 535, 539 (4th Cir. 1978)). Two criteria must be
met in order for third party consent to be effective. First, the third party must have authority to
consent to the search (Stoner v. California, 376 U.S. 483 (1964)). Second, the third party’s
consent must be voluntary (Bumper v. North Carolina, 391 U.S. 543 (1968)).

The Trulock v. Freeh (275 F.3d 391 (4th Cir. 12/28/2001)) case presented an interesting
issue regarding a third party’s consent to search a computer. Notra Trulock served as the
Director of the Office of Intelligence of the U.S. Department of Energy (DOE) from 1994 to
1998. From 1995 to 1998, Trulock also served as the DOE’s Director of the Office of
Counterintelligence. Trulock alleged that he uncovered evidence that Chinese spies had sys-
tematically penetrated U.S. weapons laboratories, most significantly the Los Alamos Nuclear
Laboratory. Trulock contended that the White House, the FBI, and the Central Intelligence
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Consent to Search a Third Person’s Computer 513

Agency (CIA) ignored his repeated warnings about the espionage. Congress eventually learned
of the security breach and in 1998 invited Trulock to testify, which he did on several occasions.
That same year, Trulock was demoted within the DOE; he was ultimately forced out in 1999.

In early 2000, Trulock wrote an account of his findings, which criticized the White House,
the DOE, the FBI, and the CIA for turning a blind eye to the security breach. Trulock claimed
that the manuscript did not include any classified information. Nonetheless, in March of 2000,
Trulock submitted the manuscript to the DOE for a security review, but the DOE declined to
examine it. Afterward, Trulock sent the manuscript to the National Review, which published an
excerpt in an edition that was circulated in early July of 2000. Although neither side placed the
article in the record, the parties agree that it charged the administration with incompetence.

Linda Conrad had been the Executive Assistant to the Director of the Office of
Intelligence at the DOE for more than six years. Trulock and Conrad lived in a Falls Church,
Virginia townhouse, which Conrad owned. Conrad alleged that on the morning of July 14,
2000, when she arrived at work, her supervisor took her aside to say that the FBI wanted to
question her about Trulock. The supervisor warned her that the agents had a warrant to search
the townhouse and would break down the front door, in the presence of the media, if she
refused to cooperate.

The agents queried Conrad about Trulock’s personal records and computer files.
Conrad responded that she shared a computer with Trulock, but that each of them maintained
separate, password-protected files on the hard drive. Conrad and Trulock did not know each
other’s passwords and could not, therefore, access each other’s private files. The agents ques-
tioned Conrad for about three hours. Towards the end of the interview, the agents gave Conrad
a form, which they asked her to sign. The complaint alleges that the agents did not explain the
form to Conrad and that Conrad did not read it, learning only afterwards that she had con-
sented to a search of her house. The complaint does not allege that the agents claimed to have
a search warrant, threatened to break down Conrad’s door if she refused to sign, or mentioned
the media. Conrad does maintain, however, that she was fearful, crying and shaking.

At the end of the questioning, the agents followed Conrad to her townhouse, where
Trulock was waiting. When Trulock asked to see the search warrant, the agents responded that
they had no warrant but that Conrad had consented to the search. The complaint does not con-
tend that Conrad tried to withdraw her consent or that Trulock tried to bar the search on the
ground that his consent, as a resident of the house, was also necessary.

The agents located the computer in the bedroom. An unidentified FBI computer spe-
cialist and Agent Carr searched the computer’s files for about 90 minutes. The complaint
alleged that Agent Carr looked at Trulock’s password-protected files. When the search was
over, the specialist, after giving Conrad a receipt, took the hard drive away.

Trulock argued that the search of his password-protected files violated his Fourth
Amendment rights. He asserted even if Conrad’s consent were valid, she did not have the
authority to consent to a search of his password-protected files. The Court held that Conrad’s
consent to search was involuntary and even if her consent was voluntary, it would not authorize
a search of Trulock’s private, password-protected files. The Court stated that the authority to
consent originates not from a mere property interest, but instead from “mutual use of the prop-
erty by persons generally having joint access or control for most purposes, so that it is reason-
able to recognize that any of the co-inhabitants has the right to permit the inspection in his own
right and that others have assumed the risk that one of their numbers might permit the common
area to be searched. Conrad lacked authority to consent to the search of Trulock’s files.
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514 Chapter 26 Evidence Issues Involved in Prosecuting Internet Crime

5All states have a similar venue provision by state constitution, statute, or court rule.
618 U.S.C. § 2251(c) (now 18 U.S.C. § 2251(d)).
718 U.S.C. § 2252A(a)(1).

The Court noted that Conrad and Trulock both used the computer located in Conrad’s
bedroom and each had joint access to the hard drive. Conrad and Trulock, however, protected
their personal files with passwords; Conrad did not have access to Trulock’s passwords.
Although Conrad had authority to consent to a general search of the computer, her authority
did not extend to Trulock’s password-protected files. Trulock’s password-protected files are
analogous to the locked footlocker inside the bedroom. By using a password, Trulock affir-
matively intended to exclude Conrad and others from his personal files. Moreover, because he
concealed his password from Conrad, it cannot be said that Trulock assumed the risk that
Conrad would permit others to search his files. Thus, Trulock had a reasonable expectation of
privacy in the password-protected computer files and Conrad’s authority to consent to the
search did not extend to them. The Court held that Trulock had alleged a violation of his
Fourth Amendment rights.

EVIDENCE ESTABLISHING VENUE

To convict a person of a crime, the prosecutor must establish that the crime was committed
within the venue of the court, i.e., judicial district, unless the defendant has waived his or her
right under the Sixth Amendment, U.S. Constitution to be tried in the judicial district in which
the crime occurred. As noted by the court in United States v. Rowe (414 F.3d 271 (2d Cir. 2005)):

We must therefore discern the location of the commission of the criminal acts. Where a
crime consists of distinct parts which have different localities the whole may be tried where
any part can be proved to have been done. Where the acts constituting the crime and the
nature of the crime charged implicate more than one location, the Constitution does not
command a single exclusive venue. . . . The government maintains that what it calls a “con-
tinuing offense” is defined in 18 U.S.C. § 3237(a), which states in part that “any offense
against the United States begun in one district and completed in another, or committed in
more than one district, may be inquired of and prosecuted in any district in which such
offense was begun, continued, or completed.”5

As discussed earlier, in United States v. Rogers (No. 05-1455-cr (2d Cir. 12/19/2005)),
the defendant-appellant, Jan Elijah Rogers, was convicted of two counts of advertising to
receive, exchange, and distribute child pornography,6 and one count of transporting child
pornography by computer.7 He was sentenced to 20 years’ imprisonment.

Rogers challenges his conviction and sentence on several grounds. Rogers argued that
venue in the Southern District of New York was improper because he was a resident of
Colorado whose only connection with New York was that his Internet crime was discovered
here. The court held that venue in the Southern District of New York was proper because
Rogers’s Internet advertisement could be, and was, viewed in the Southern District of New York,
and because its placement on the Internet supports a strong inference that Rogers contemplated
that it would be accessible everywhere that access to the Internet can be had. The court con-
cluded that venue was proper in any jurisdiction where the Web site could be accessed.
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Proving Criminal Intent in Obscenity Cases 515

8110 Stat. 133.
9See 47 U.S.C. § 223(a).

10See H. R. Rep. No. 105-775, p. 7 (1998).

In United States v. Thomas (74 F.3d 701 (6th Cir. 1996)), the Sixth Circuit affirmed a
couple’s conviction for operating an electronic bulletin board from which paying subscribers
could download obscene images. The couple ran the bulletin board from California, but was
prosecuted in the Western District of Tennessee after a federal postal inspector there, acting
on the complaint of a private individual, subscribed to the bulletin board and obtained the
images found to be obscene. To gain access to the bulletin board, the inspector—and every
other subscriber—had to submit a signed application form, along with a $55 fee, indicating
the applicant’s age, address, and telephone number. After the inspector pseudonymously sub-
mitted the form and fee, one of the defendants called him at his undercover telephone number
in Memphis, Tennessee, acknowledged receipt of his application, and authorized him to log
on with the defendant’s personal password.

The Sixth Circuit Court of Appeals reasoned that there was no constitutional impedi-
ment to the government’s power to prosecute pornography dealers in any district into which
the material was sent. The court held that venue in Tennessee was proper pursuant to 
18 U.S.C. § 3237(a) because defendant Robert Thomas knew of, approved, and had conversed
with a bulletin board member in the Western District of Tennessee who had his permission to
access and copy the images that ultimately ended up there.

PROVING CRIMINAL INTENT IN OBSCENITY CASES

It is often difficult to prove that the defendant had the necessary criminal intent required for
successful prosecution in certain crimes. For example, the Communications Decency Act of
1996 (CDA)8 prohibited the knowing transmission over the Internet of obscene or indecent
messages to any recipient under 18 years of age.9 The phrase “knowing transmission to any
recipient under 18 years of age” requires that the prosecution establish that the defendant
knowingly transmitted the obscene material to a person under the age of 18 years. This issue
was discussed in by the U.S. Supreme Court in Ashcroft v. American Civil Liberties Union
(122 S. Ct. 1700, 152 L.Ed.2d 771 (2002)).

In Ashcroft, the Court noted that the Internet offers a forum for a true diversity of political
discourse, unique opportunities for cultural development, and myriad avenues for intellectual
activity. While “surfing” the World Wide Web, the primary method of remote information
retrieval on the Internet today, individuals can access material about topics ranging from aard-
varks to Zoroastrianism. One can use the Web to read thousands of newspapers published
around the globe, purchase tickets for a matinee at the neighborhood movie theater, or follow
the progress of any Major League Baseball team on a pitch-by-pitch basis.

The Court also noted that the Web contains a wide array of sexually explicit material,
including hardcore pornography (the court cited American Civil Liberties Union v. Reno,
31 F. Supp. 2d 473, 484 (ED Pa. 1999)). In 1998, for instance, there were approximately 28,000
adult sites promoting pornography on the Web.10 The Court stated that because navigating the
Web is relatively straightforward and access to the Internet is widely available in homes,
schools, and libraries across the country children may discover this pornographic material
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516 Chapter 26 Evidence Issues Involved in Prosecuting Internet Crime

1147 U.S.C. § 223(d)(1).
1247 U.S.C. § 223(e)(5)(A).
1347 U.S.C. § 223(e)(5)(B).
14521 U.S. 874.

either by deliberately accessing pornographic Web sites or by stumbling upon them. The
Court opined that a child with minimal knowledge of a computer, the ability to operate a
browser, and the skill to type a few simple words may be able to access sexual images and
content over the World Wide Web.

In Ashcroft, the Court noted that Congress first attempted to protect children from expo-
sure to pornographic material on the Internet by enacting the CDA, which also forbade any indi-
vidual from knowingly sending over or displaying on the Internet certain “patently offensive”
material in a manner available to persons under 18 years of age. The prohibition specifically
extended to “any comment, request, suggestion, proposal, image, or other communication that,
in context, depicted or described, in terms patently offensive as measured by contemporary
community standards, sexual or excretory activities or organs.11

The CDA provided two affirmative defenses to those prosecuted under the statute. The
first protected individuals who took good faith, reasonable, effective, and appropriate actions
to restrict minors from accessing obscene, indecent, and patently offensive material over the
Internet.12 The second shielded those who restricted minors from accessing such material by
requiring use of a verified credit card, debit account, adult access code, or adult personal iden-
tification number.13

In Reno v. American Civil Liberties Union, the U.S. Supreme Court held that the CDA’s
regulation of indecent transmissions and the display of patently offensive material violated
the First Amendment’s freedom of speech clause. The Court concluded that “the CDA lacked
the precision that the First Amendment requires when a statute regulates the content of
speech” because, in order to deny minors access to potentially harmful speech, the CDA
effectively suppressed a large amount of speech that adults had a constitutional right to
receive and to address to one another.14

The Court noted that its holding was based on three crucial considerations. First, the
existing technology did not include any effective method for a sender to prevent minors from
obtaining access to its communications on the Internet without also denying access to adults.
Second, the breadth of the CDA’s coverage was wholly unprecedented. Its open-ended pro-
hibitions embraced not only commercial speech or commercial entities, but also all nonprofit
entities and individuals posting indecent messages or displaying them on their own comput-
ers in the presence of minors. In addition, because the CDA did not define the terms “indecent”
and “patently offensive,” the statute covered large amounts of nonpornographic material
with serious educational or other value. The Court noted that the CDA regulated subject mat-
ter extended to discussions about prison rape or safe sexual practices, artistic images that
include nude subjects, and arguably the card catalog of the Carnegie Library. Third, the
Court found that neither affirmative defense set forth in the CDA constituted the sort of nar-
row tailoring that would save an otherwise patently invalid unconstitutional provision.
Consequently, only the CDA’s ban on the knowing transmission of obscene messages sur-
vived the Supreme Court’s scrutiny because the Court noted “obscene speech enjoys no First
Amendment protection.”
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Proving Criminal Intent in Obscenity Cases 517

15112 Stat. 2681-736 (codified in 47 U.S.C. § 231 (1994 ed., Supp. V)).
1647 U.S.C. § 231(a)(1).
1747 U.S.C. § 231(e)(6).
1847 U.S.C. § 231(c)(1).
1947 U.S.C. § 231(a).
2031 F. Supp. 2d, at 487.

After the Supreme Court’s decision in Reno v. American Civil Liberties Union, Congress
explored other avenues for restricting minors’ access to pornographic material on the Internet.
In particular, Congress passed and the President signed into law the Child Online Protection
Act, (COPA).15 COPA prohibits any person from “knowingly and with knowledge of the
character of the material, in interstate or foreign commerce by means of the World Wide Web,
making any communication for commercial purposes that is available to any minor and that
includes any material that is harmful to minors.16

Apparently responding to the Supreme Court’s objections to the breadth of the CDA’s
coverage, Congress limited the scope of COPA’s coverage in at least three ways. First, while
the CDA applied to communications over the Internet as a whole, including, for example,
e-mail messages, COPA applies only to material displayed on the World Wide Web. Second,
unlike the CDA, COPA covers only communications made for commercial purposes. And
third, while the CDA prohibited “indecent” and “patently offensive“communications, COPA
restricts only the narrower category of “material that is harmful to minors.”

Drawing on the three-part test for obscenity set forth in Miller v. California (413 U.S. 15
(1973)), COPA defines material that is harmful to minors as any communication, picture, image,
graphic image file, article, recording, writing, or other matter of any kind that is obscene or that
(1) the average person, applying contemporary community standards, would find, taking the
material as a whole and with respect to minors, is designed to appeal to, or is designed to pander
to, the prurient interest; (2) depicts, describes, or represents, in a manner patently offensive with
respect to minors, an actual or simulated sexual act or sexual contact, an actual or simulated nor-
mal or perverted sexual act, or a lewd exhibition of the genitals or postpubescent female breast;
and (3) taken as a whole, lacks serious literary, artistic, political, or scientific value for minors.17

Like the CDA, COPA also provides affirmative defenses to those subject to prosecution
under the statute. An individual may qualify for a defense if he, in good faith, has restricted
access by minors to material that is harmful to minors (A) by requiring the use of a credit card,
debit account, adult access code, or adult personal identification number; (B) by accepting a
digital certificate that verifies age; or (C) by any other reasonable measures that are feasible
under available technology.18 Persons violating COPA are subject to both civil and criminal
sanctions. A civil penalty of up to $50,000 may be imposed for each violation of the statute.
Criminal penalties consist of up to six months in prison and/or a maximum fine of $50,000. An
additional fine of $50,000 may be imposed for any intentional violation of the statute.19

One month before COPA was scheduled to go into effect, a lawsuit was filed challeng-
ing the constitutionality of the statute in the United States District Court for the Eastern
District of Pennsylvania. The respondents were a diverse group of organizations, most of
which maintain their own Web sites. While the vast majority of content on their Web sites is
available for free, respondents all derive income from their sites. Some, for example, sell
advertising that is displayed on their Web sites, while others either sell goods directly over
their sites or charge artists for the privilege of posting material.20 All respondents either post
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518 Chapter 26 Evidence Issues Involved in Prosecuting Internet Crime

2131 F. Supp. 2d, at 499.
22532 U.S. 1037 (2001).

or have members that post sexually oriented material on the Web. Respondents’ Web sites
contained resources on obstetrics, gynecology, and sexual health; visual art and poetry;
resources designed for gays and lesbians; information about books and stock photographic
images offered for sale; and online magazines.

In their complaint, respondents alleged that, although they believed that the material on
their Web sites was valuable for adults, they feared that they would be prosecuted under
COPA because some of that material could be construed as “harmful to minors” in some com-
munities. Respondents’ facial challenge claimed, inter alia, that COPA violated adults’ rights
under the First and Fifth Amendments because it (1) created an effective ban on constitution-
ally protected speech by and to adults; (2) was not the least restrictive means of accomplish-
ing any compelling governmental purpose; and (3) was substantially overbroad.

The district court granted respondents’ motion for a preliminary injunction, barring the
government from enforcing the Act until the merits of respondents’ claims could be adjudi-
cated.21 Focusing on respondents’ claim that COPA abridged the free speech rights of adults;
the district court concluded that respondents had established a likelihood of success on the
merits. The district court reasoned that because COPA constitutes content-based regulation of
sexual expression protected by the First Amendment, the statute, under this Court’s prece-
dents, was “presumptively invalid” and “subject to strict scrutiny.” The district court then held
that respondents were likely to establish at trial that COPA could not withstand such scrutiny
because, among other reasons, it was not apparent that COPA was the least restrictive means
of preventing minors from accessing “harmful to minors” material.

The Attorney General of the United States appealed the District Court’s ruling
(American Civil Liberties Union v. Reno, 217 F.3d 162 (CA3 2000)). The United States Court
of Appeals for the Third Circuit affirmed. Rather than reviewing the District Court’s “holding
that COPA was not likely to succeed in surviving strict scrutiny analysis,” the Court of
Appeals based its decision entirely on a ground that was not relied upon below and that was
“virtually ignored by the parties and the amicus in their respective briefs.” The Court of
Appeals concluded that COPA’s use of “contemporary community standards” to identify
material that is harmful to minors rendered the statute substantially overbroad. Because “Web
publishers are without any means to limit access to their sites based on the geographic loca-
tion of particular Internet users,” the Court of Appeals reasoned that COPA would require
“any material that might be deemed harmful by the most puritan of communities in any state”
to be placed behind an age or credit card verification system. Hypothesizing that this step
would require Web publishers to shield “vast amounts of material,” the Court of Appeals was
persuaded that this aspect of COPA, without reference to its other provisions, must lead inex-
orably to a holding of a likelihood of unconstitutionality of the entire COPA statute.

The Supreme Court granted the Attorney General’s petition to review the Court of
Appeals’ determination that COPA likely violates the First Amendment because it relies, in
part, on community standards to identify material that is harmful to minors.22 The Supreme
Court reversed the Court of Appeals’ judgment.

The Supreme Court noted that the First Amendment states that Congress shall make no
law abridging the freedom of speech. And that this provision embodies our profound national
commitment to the free exchange of ideas. The Court opined that as a general matter, the First
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23217 F.3d, at 180.
2447 U.S.C. § 231(e)(6).

Amendment means that government has no power to restrict expression because of its mes-
sage, its ideas, its subject matter, or its content (the court cited Bolger v. Youngs Drug
Products Corp., 463 U.S. 60, 65 (1983) and Police Dept. of Chicago v. Mosley, 408 U.S. 92,
95 (1972)). However, the Court stated that this principle, like other First Amendment princi-
ples, is not absolute.

The Court stated that obscene speech, for example, has long been held to fall outside the
purview of the First Amendment (Roth v. United States, 354 U.S. 476, 484–485 (1957)). But
this Court struggled in the past to define obscenity in a manner that did not impose an imper-
missible burden on protected speech. The difficulty, the Court noted, resulted from the belief
that in the area of freedom of speech and press the courts must always remain sensitive to any
infringement on genuinely serious literary, artistic, political, or scientific expression.

The Court noted that the Court of Appeals had concluded that community standards
jurisprudence has no applicability to the Internet and the Web because Web publishers are
currently without the ability to control the geographic scope of the recipients of their commu-
nications.23 The Court stated that for the purposes of this case it was sufficient to note that
community standards need not be defined by reference to a precise geographic area. Absent
geographic specification, a juror applying community standards will inevitably draw upon
personal knowledge of the community or vicinage from which he comes.

The Court noted that because juries would apply different standards across the country,
and Web publishers currently lack the ability to limit access to their sites on a geographic
basis, the Court of Appeals feared that COPA’s “community standards” component would
effectively force all speakers on the Web to abide by the most puritan community’s standards.
And such a requirement, the Court of Appeals concluded, imposes an overreaching burden
and restriction on constitutionally protected speech.

The Court noted that the COPA applies to significantly less material than did the CDA
and defines the harmful-to-minors material restricted by the statute in a manner parallel to
the Miller definition of obscenity. To fall within the scope of COPA, works must not only
depict, describe, or represent, in a manner patently offensive with respect to minors, particu-
lar sexual acts or parts of the anatomy, they must also be designed to appeal to the prurient
interest of minors and taken as a whole, lack serious literary, artistic, political, or scientific
value for minors.24

According to the Supreme Court the additional restrictions substantially limit the amount
of material covered by the statute. Material appeals to the prurient interest, for instance, only if
it is in some sense erotic. Of even more significance to the Court was COPA’s exclusion of
material with serious value for minors. In Reno, the Court emphasized that the serious value
requirement is particularly important because, unlike the “patently offensive” and “prurient
interest” criteria, it is not judged by contemporary community standards. This is because “the
value of a work does not vary from community to community based on the degree of local
acceptance it has won.” Rather, the relevant question is whether a reasonable person would find
value in the material, taken as a whole. Thus, the serious value requirement allows appellate
courts to impose some limitations and regularity on the definition by setting, as a matter of law,
a national floor for socially redeeming value—a safeguard not present in the CDA.
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Abstract

The twenty-first century has begun to witness incredible and amazing evolutionary advance-
ments in science and technology. We are also witnessing the use of technology by disgruntled
elements and other cyber criminals to threaten our democracy. This chapter examines the
impact that the Fourth Amendment of the United States constitution has on the legal phenom-
ena known as electronic evidence. The legal implications of investigating evidence stored
electronically and the forensic nature of the computer evidence is carefully presented. The
chapter provides analysis of conceptual definitions and the importance of exclusionary rule
and the Fourth Amendment in electronic investigations. The court’s, particularly the federal
court’s, assessment of the E-Discovery and the guidelines for E-Discovery are presented. The
chapter also provides some explanation of the process of investigation of electronic evidence,
types of electronic evidence, the analysis of electronic evidence, and the misconceptions of
digital evidence.

Chapter 28

The Fourth Amendment Impact 
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550 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

INTRODUCTION

The Fourth Amendment is derived from a factual but historical document, and the policies
associated with this law are and have been a significant contributor to our ever-evolving
democracy. The Fourth Amendment states very clearly, but forcefully, that “The right of the
people to be secure in their persons, houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated, and no warrants shall issue, but upon probable
cause, supported by Oath or affirmation, and particularly describing the place to be searched,
and the persons or things to be seized.” This law is absolutely clear and is a valued American
individual right and guarantees against unlawful intrusion to our privacy or personal space.
Since the implementation of the “Bill of Rights,” court decisions have strengthened this
American valued fundamental right. The former Attorney General of the United States in
1997 said it best when he commented, “The state’s interest in crime fighting should ‘NEVER’
vitiate THE CITIZEN’s Bill of Rights.”

Unfortunately, the Fourth Amendment since its implementation in 1791 has gradually
eroded and slowly, but steadily, roasted in the blazing heat of political funk just as cancer does
to the human body. This chapter is concerned with the trend in the legal environment where
courts in both civil and criminal cases allow Internet data files, otherwise known as electronic
evidence found in computers, to be admissible as evidence in court proceedings. The chapter
focuses precisely on the impact that the Fourth Amendment has and may continue to have on
this relatively new evidentiary phenomenon. It will explore the forensic nature of electronic
evidence, how it is collected, managed, and prepared for courtroom presentation. We will dis-
cuss generally the restrictions and/or limitations the Fourth Amendment has on the use of
electronic evidence. Certain cases and issues the cases present will be addressed.

The Fourth Amendment impedes government official access to evidence without a
search warrant. The position of the United States’ Department of Justice is that a warrant-less
search does not necessarily violate the Fourth Amendment if one of two conditions is satisfied
in accordance with the Supreme Court ruling. In the first instance, the government’s conduct
must not have violated a persons’ “reasonable expectation of privacy” ; therefore, it does not
constitute a Fourth Amendment search in which a warrant is unnecessary (Illinois v. Andreas,
463 U.S. 765, 771 (1983).

WHAT IS ELECTRONIC EVIDENCE?

Electronic evidence may be defined as information that has evidentiary, investigative, and
cyber-forensic value, which are stored in an electronic device such as the computer or trans-
mitted on an electronic device. The relationship between the Fourth Amendment and elec-
tronic evidence has become very interesting due to the evolving digital crimes and incredible
technological creativity of modern-day society. As the technological evolution of society
becomes more complex, so are those who intend on using the same technological advance-
ments to assault the quality of life of members of the society. Therefore, the demand for pol-
icy change to meet the needs of a growing criminal global underground has increased tremen-
dously. The Fourth Amendment will play a crucial role in the manner by which the American
society should be able to win the war on cyber crimes in general and cyber terrorism in par-
ticular. The next section will briefly examine the fundamentals of the Fourth Amendment and
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the manner in which the law enforcement community is contributing to the evolution of the
relationship between the Fourth Amendment and electronic evidence.

BACKGROUND

The Fourth Amendment of the United States’ Constitution is one of the most revered of the
guaranteed rights that citizens of the United States have when compared with the other
amendments. In fact, it is so highly regarded that any intrusions or violations of it, have been
accorded the most stringent of penalties. The Fourth Amendment reads as follows:

The right of the people to be secure in their persons, houses, papers, and effects, against unrea-
sonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon proba-
ble cause, supported by Oath or affirmation, and particularly describing the place to be searched,
and the persons or things to be seized.

This amendment establishes the fundamental right to privacy against governmental
intrusion, except for just cause. Just cause has been interpreted as probable cause and is an
indication that a violation of the law has occurred and therefore a higher need, to preserve an
orderly society, must be met. It is only when a determination of probable cause is found that
the government is said to have a right to intrude into our property and our very beings. So pre-
cious is this right to privacy that even the laws surrounding the determination of probable
cause are strict. The government, usually through law enforcement, had concluded that prob-
able cause is formed through observation and information, and has stated a plethora of exam-
ples to be had in each category. Some of the more noteworthy examples of observation would
include any of the inferences derived from any of the governmental agent’s sensory percep-
tions: sight, hearing, touch, taste, and/or smell. Examples of information-producing probable
cause would include a wanted poster, and statements from an informant.

In both the areas of observation and information gathering are even more regulations,
each to heighten the scrutiny involved when a risk that one’s privacy rights might be violated.
For instance, once the governmental agent believes that he or she has found probable cause to
search a person or a place and to arrest a person, our constitution further provides that the
agent must acquire a warrant. This legal document granting permission to search and/or seize
things and suspects also must pass legal muster.

A warrant must state with specificity, the person or place to be searched, and/or the per-
son to be arrested, and/or thing or things to be seized; the warrant must be signed by the offi-
cer or officers seeking the warrant, who by their signatures swears to the fact that they are
operating in good faith, and that the evidence thus far amounts to probable cause. It must
clearly indicate the probable cause that underlies the warrant, and renders it necessary. It must
be signed by a neutral and detached magistrate, which is intended to be an indication that he
or she has read the warrant and agrees that probable cause exists. If a search warrant is
granted, it must specify the exact places and locations to be searched, yet must not be unduly
broad or unnecessarily vague.

The stringent requirements inherent in the process entitling the government to intrude
into our privacy clearly show the importance of the Fourth Amendment, and the fact that this
most basic right is so zealously guarded. The warrant requirement, whether for a search or an
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552 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

arrest, is intended to prevent law enforcement from random, unprovoked, unjustified intrusions
and seizures. It is intended that all citizens of the United States be free from such invasions.

UNITED STATES SUPREME COURT

There are instances when, in the interest of security and to preserve an orderly and just soci-
ety, our law has deemed a warrant to be unnecessary. In the instance of a search warrant, the
following circumstances are deemed to justify a warrant-less search: (1) consent to the search
has been granted; (2) the item being searched for is in plain view; (3) emergency or exigency
necessitates that it is unwise to take the time to secure a warrant; (4) the item being searched
for is an automobile or is suspected of being contained in an automobile, and because of the
automobile’s ability to move, the agent’s leave to get a warrant would likely cause him or her
to lose the evidence, and therefore would be unreasonable; (5) the item being searched for is
in an open field and/or is a curtilage, which means that it is annexed to or adjoins a site within
the purview of a warrant, although the open field or curtilage is not specified; (6)when the evi-
dence to be gained would be greatly compromised if those who control it are alerted to the
fact that it is being searched for via a warrant, and therefore the government utilizes electronic
surveillance (i.e., wiretapping); (7) when the search is incident to a lawful arrest, for the
arresting officer’s protection; and (8) when the search occurs at the border of the country, the
rationale being that the evidence could disappear altogether, or the person being searched
would be outside the jurisdiction of U.S. law enforcement, should he be allowed to cross the
border. The expended time to secure a search warrant might make this very likely.

From a slightly broader perspective, the Supreme Court has upheld warrant-less searches
by administrative authorities in public schools, government offices, and penal institutions.
Further, the Court has upheld drug testing of public and transportation employees. In each of
these instances, warrant-less searches with no probable cause showing were affirmed on the
basis of reasonableness. The reasonableness standard balanced the government’s regulatory
interest against the individual’s privacy interest, and found that the government’s interest
outweighed the individual’s. One of the justifications for a warrant-less search, incident to 
a lawful arrest, while at one time limited to the immediate reach (wingspan) of the arrested
suspect, was expanded to a search of the entire home (“protective sweep” ) if there is a 
reasonable belief that the home harbors an individual who may pose a danger (FindLaw.com:
U.S. Constitution, Fourth Amendment).

Exclusionary Rule

To underscore the constitution’s emphasis of the importance of a citizen’s privacy rights, and
to demonstrate to law enforcement that unreasonable, invalid searches (i.e., without probable
cause searches) would be disregarded, the exclusionary rule was born. This judge-made rule
of law dictates that evidence obtained by law enforcement that violates the Fourth
Amendment is not admissible in a criminal trial. Intended to dissuade police officers from
obtaining evidence unlawfully, there yet exists some exceptions to the exclusionary rule. In
other words, there are instances where, even when the evidence seized by law enforcement is
seized unlawfully, it may still be admissible in a criminal trial, if law enforcement is able to
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Electronic Evidence Discovery 553

prove that the evidence was obtained (1) in good faith, or that it is a (2) harmless error, or that
the same evidence was later obtained via a (3) valid independent source, and, lastly, that the
evidence would (4) inevitably has been discovered anyway.

ELECTRONIC EVIDENCE AND THE COURTS

The emergence and proliferation of electronic evidence, has raised numerous other and legit-
imate legal issues. Questions surrounded jurisdiction, ownership, culpability, privacy rights,
and overall Fourth Amendment protections abound. For instance, “Internet access raises dif-
ficult legal issues to which standard Fourth Amendment analysis cannot easily be applied”
(Swaminatha 2004–2005, 52). Thus far, it is settled that courts consider two questions to
determine if a warrant-less search of a computer, conducted by the government violates the
Fourth Amendment. The courts want to know (1) if the search violates one’s reasonable
expectation of privacy, and if so, (2) whether the search is reasonable, precisely because it
would constitute an exception to the warrant requirement (Swaminatha 2004–2005, 59).

The tremendous upsurge in the use of computers to carry out criminal activity as well as
actual or direct computer crimes is documented. There is no doubt that experienced and savvy
computer criminals pose a substantial challenge to law enforcement. On the issue of warrant-
less searches and “no-knock” warrants in particular, the Federal Guidelines for Searching and
Seizing Computers point out, with respect to computers, the ease of destroying data. In fact,
the Federal Guidelines for Searching and Seizing Computers recognize a whole “host” of
challenges presented by electronic evidence, adding to the ease involved in destroying data, is
the ease of creating, altering, storing, copying and moving, with unprecedented ease. The
guidelines go on to discuss scenarios where digital photos are easily altered without a trace,
and the potential use of digital signatures to create electronic seals.

To counteract this activity, electronic surveillance has emerged as one of the most valuable
tools in law enforcement’s crime-fighting arsenal. In many instances, the criminal activity has
been either thwarted, or if crimes have been committed, the criminals have been apprehended due
to legally authorized electronic surveillance (CALEA).

ELECTRONIC EVIDENCE DISCOVERY

The guidelines recommend the use of experts in all computer searches and seizures. These
include local, state, and federal personnel, as well as local universities and the victims of
crimes themselves. In the 1980 well-relied-upon case of Payton v. New York, the Court held
that a person has a reasonable expectation of privacy in property that is located within that
person’s home. The Kyllo, Katz, and U.S. v. Ross cases extended that reasonable expectation
of privacy to different rooms in the home revealed through thermal imaging, phone conversa-
tions in enclosed phone booths, and contents found within opaque containers. Under present
law, law enforcement agencies cannot open a closed container to obtain evidence.

The courts have looked at the issue surrounding electronic storage devices, and have
ruled that these are akin to opening a closed container; therefore, one can expect a reasonable
level of privacy (Salveggio 2004, 4). In Oliver v. U.S., California v. Greenwood, and Rakas v.
Illinois, the Court held that one had no reasonable expectation of privacy in items found and
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554 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

activities taking place in open fields, trash, or garbage left on the periphery of one’s property,
or in a stranger’s home that the person entered with the intent to steal.

For purposes of analyzing the issue of the Fourth Amendment and electronic evidence,
it is also critical to emphasize that the restrictions imposed by the Fourth Amendment apply
not only to private citizens but also to government officials/agents. When we are mindful of
the fact that the purpose of the Fourth Amendment is to preserve one of our most treasured
rights, the right to privacy, against governmental intrusion, we understand that this amend-
ment was not created to be applied to private citizens alone. Of course, what comes up most
with respect to the government and private citizens in situations like this is the impact of “pri-
vate” citizens who act on behalf of the government, thereby being “elevated” to the status of a
government agent.

FEDERAL COURTS AND E-DISCOVERY

The 1994 case of U.S. v. McAllister found that whether a confidential informant (i.e., private
citizen) is acting as a government agent would be determined on a case-by-case basis. The
Fourth Amendment is “wholly inapplicable to a search and seizure, even an unreasonable one,
effected by a private individual” (U.S v. Jacobsen, 466 U.S 109 (1984)). On the other hand, it
is settled that should the court find that one was acting as an “arm” of the government when
conducting the search, that search would then be subject to Fourth Amendment restrictions
(Mcallister v. Detroit Free Press CO., 76 Mich. 338, 43 NW (1976)).

The federal courts, in U.S. v. Crowley (2002), have introduced a three-part, or multipart,
test to determine if a private citizen is acting or has acted as an agent of the government. This
test asks the following questions: (1) Is the government aware of the search and have they
acquiesced to it? (2) Was the private citizen’s purpose to assist law enforcement or was it
independently motivated? (3) Did the government request the search or had it offered a
reward for it?

According to U.S. v. Ellyson and U.S. v. Koenig, determining whether a private citizen is
indeed acting on behalf of the government requires a “fact-intensive inquiry,” and according
to U.S. v. Feffer, not all factors are weighted equally. In Feffer, where a private citizen found
that one had submitted false tax returns, and thereafter searched the person’s financial docu-
ments again, the court weighed the following factors, namely, that the private citizen had a
purpose for searching in addition to assisting the government. Secondly, the government nei-
ther requested anything from the private citizen, nor expected anything from either search,
and finally, the government did not directly participate in amassing the evidence. In U.S. v.
Shahid (1977) and U.S. v. Koenig (1998) the courts concluded that a private citizen’s search
could be converted to a government search when the government exercises power over the
private citizen. Yet, in the comparatively recent case of U.S. v. Jarrett (2003), the test to deter-
mine if a private citizen is a government agent for Fourth Amendment purposes was signifi-
cantly relaxed.

So, while the Fourth Amendment protects private conversations (Berger v. NY. ’67;
Katz. ’67), it does not cloak information, even personal information, where there is no indi-
vidual justifiable expectation of privacy, Situations concerning telephone records, and bank
records would apply (Kerwin 2005, 1). By extension, the relevant question would be, “Is there
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an individual justifiable expectation of privacy stemming from one’s personal computer and
with respect to one’s electronic communications and transactions?” John Perry Barlow, song-
writer for the world-renowned rock band, the Grateful Dead, and cofounder of the Electronic
Frontier Foundation, an Internet civil liberties group, in his “Declaration of the Independence
of Cyberspace” to governments, wrote, “I declare the global social space we are building 
to be naturally independent of the tyrannies you seek to impose on us. You have no moral right
to rule us nor do you possess any methods of enforcement we have true reason to
fear . . . Cyberspace does not lie within your borders.”

After the courts decided Berger and Katz, the U.S. Congress enacted Title III of the
Omnibus Crime Control and Safe Streets Act of 1968, which generally prohibited electronic
eavesdropping on phone conversations, face-to-face conversations, or computer and other
forms of electronic communications. The Act “reached” to allow for electronic surveillance as
a last resort in serious criminal cases (Kerwin 2005, 1). The court orders provided for in Title
III describe the duration and the scope of the surveillance permitted, along with the conversa-
tions which may be seized.

The next level of privacy protection, subject to Title III, relates to some matters that the
Supreme Court has designated as “beyond the reach of the Fourth Amendment protection.”
These include telephone records and e-mail held in third-party storage (18 USC 2701-2709,
Ch. 121). In cases such as these, the law permits access, if there is a search warrant, or court
order, if in connection with a criminal investigation (18 USC 2703).

The then Chairman of the Senate Commerce Committee on Consumer Affairs, Foreign
Commerce and Tourism, John Ashcroft, stated, “The state’s interest in crime-fighting should
never vitiate the citizen’s Bill of Rights.” For some time now, many cyber criminals use the
Internet to achieve their selfish goals and violate the Internet ethics and law. These offenders
are violating others’ rights to privacy and this behavior is increasing tremendously and is doc-
umented in governmental archives. Over the recent years, millions of people have spent time
and money via the computer, whether using e-mail, making purchases, surfing the Net, or
managing databases. Included in the “mix” are criminals, who are using this technology to
carry out, for the most part anonymously, their criminal activities. The noncriminal citizen’s
rights, particularly ones privacy rights, are being eroded in the pursuit of the criminal seg-
ments of our society (Salveggio 2004, 2).

From the Katz case emerged four criteria for determining whether one could expect
one’s privacy to be invaded. Salveggio describes them as follows: (1) General Legal
Principles means that anything you do or say in a public place is subject to being accessed.
You would have no expectation of privacy. (2) Vantage Point refers to the fact that any space
or area from which you can be seen can serve as a “vantage point” for law enforcement to
conduct surveillance of you, so long as they do not trespass, illegally inhabit or occupy a
space. (3) Degree of Privacy Awarded by Building and Places refers to the fact that any pub-
lic place, if uncovered, is considered “fair game” for placing one under surveillance. 
(4) Technology refers to the fact that even for information given via technology, it is still sub-
ject to a Fourth Amendment reasonable search.

Digital data is now routinely requested during the course of litigation. Just as e-mail has
become critical to the operation of many businesses, so it has to the discovery process in both
civil and criminal litigation. Retrieving such data, placing it within a useful context, and main-
taining its integrity can be critical to its authentication and use at trial (Kerwin 2005, 3).
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556 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

MISCONCEPTIONS OF DIGITAL DATA

There existed a common misconception at one time that once a file was “deleted,” it was
gone permanently; now we know that is rarely the case. The public has learned that com-
puter operating systems use various methods to store data, and even though a file has been
deleted, with the name of the file removed from the operating system’s file-tracking table,
the data itself remain intact until it is overwritten or specifically erased. So, to facilitate dis-
covery for trial, parties are usually ordered to disclose passwords or encryption systems, in
place to “protect the data.” If this is not the case, then a “hacker” will be employed to access
the data (Kerwin 2005, 3).

SEIZING DIGITAL EVIDENCE

According to the Federal Guidelines for Searching and Seizing Computers issued by the
Department of Justice, it is recommended that the “independent component doctrine” be uti-
lized to determine if a there is a “sound” and legitimate reason to seize each separate piece of
hardware. Prosecutors should seize only those pieces of equipment for basic input/output that
would justify execution of the warrant. Additionally, the guidelines note that often computers
and accessories are incompatible, and therefore it might be advisable to seize all of the related
equipment, with irrelevant material returned quickly.

In general, warrants are required for searches of computers unless one of the recognized
exceptions (articulated above) to the warrant requirement exists. For computers utilized by
more than one person, the Federal Guidelines indicate that consent by one user is sufficient to
authorize a search of the entire system. If, by chance, users have taken “special steps” to pro-
tect their privacy (i.e., password or encryption), a search warrant is necessary. There is a sug-
gestion in the guidelines that users do not have an expectation of privacy on large mainframe
systems because users should know that system operators have the technical ability to read all
files on those systems.

In addition, where there is no warrant, prosecutors might argue successfully that “rea-
sonable users” might expect system administrators to be able to access any data on the sys-
tem. The guidelines indicate that employees may also have an expectation of privacy that is
reasonable, such would prohibit employers from granting consent to search to law enforce-
ment, and that the Fourth Amendment protects public employees and searches of their com-
puters are prohibited except for “noninvestigatory, work-related intrusions” and “investiga-
tory searches for evidence of suspected work-related employee misfeasance.”

In keeping with the “spirit” and actual purpose of the Fourth Amendment, the
Electronic Communications Privacy Act (ECPA) of 1986 advised that, concerning comput-
ers that contained private e-mail, prosecutors inform the judge that private e-mail may be
present and avoid reading portions not covered in the warrant. Pursuant to the ECPA, a war-
rant is required for e-mail on a public system that is stored for less than 180 days, and if
stored for more than 180 days, then it can be obtained via a subpoena or a warrant without
notice.

For computers that contain confidential information, the guidelines suggest that forensic
experts restrict their inspection of irrelevant files. Alternatively, court-appointed special
masters may be enlisted to search systems containing confidential information. A grant of
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limited immunity may be necessary prior to compelled disclosure of encryption keys from
suspects.

United States v. Simons (2000) held that public sector workplace employees have lim-
ited, if any, privacy rights in their workplace computers, e-mail, and other electronic commu-
nications. Findings as a result of Simons include the following: (1) Employers should draft an
Internet policy when they allow Internet access to their employees, and this policy should be
disclosed to all employees with the employer prepared to prove that employees were aware of
it; (2) The Internet policy should clearly indicate that the computer, in addition to all commu-
nications sent or received, are the property of the employer; (3) The policy should articulate
that the computer should be used only for business purposes, and that other purposes, such 
as personal or illegal use, is prohibited; (4) The policy should provide specific illustrations of
inappropriate communications and utilization; (5) The policy should clearly inform employ-
ees that employers audit and/or monitor their employees’ Internet activity; (6) The policy
should clearly indicate that warrant-less searches may be conducted; and finally (7)

The policy should be coordinated with the employer’s e-mail policy. A general 
derivation citing the best approach is for the employer to adopt a comprehensive policy 
governing the use of computers in the workplace, including e-mail and the Internet (Hogge
2007, 4–5).

RELEVANT FOURTH AMENDMENT ELECTRONIC EVIDENCE CASES

A summary review of earlier case and statutory law concerning the Fourth Amendment and
electronic evidence begins with the 1928 Olmstead Case. An issue here was the validity 
of evidence gained through telephone wiretapping, which was in itself, in violation of state
law. The court concluded that “wiretapping was not within the confines of the Fourth
Amendment,” which meant that persons had no privacy rights that deserved Fourth
Amendment protections. The jurists found that since there was no actual, physical trespass
across property controlled by the defendant, and because the evidence obtained was a conver-
sation, this did not amount to a seizure within the purview of Fourth Amendment.

In 1934, the Federal Communications Act was enacted, which included a provision
interpreted by the Court to limit wiretapping by law enforcement. In Nardone v. United States,
the court referenced this act to hold that wiretapping by federal agents would violate the act if
the agents both intercepted and disclosed what they had overheard; as such the intercepted
conversation would not be permissible at trial.

In Goldman v. United States, the court overruled a portion of the Olmstead decision
when it concluded that conversations could indeed be seized. In Goldman, a “bug” was
“planted” against a wall and conversations could be overheard on the opposite side. However,
in what the Court must have interpreted as “going too far,” the agents placed a microphone
into a wall and when it touched a heating duct, it disseminated the defendant’s conversation,
resulting in a court determination that the Fourth Amendment was applicable.

As referenced earlier, the Berger v. New York case was pivotal, in that it invalidated a
state statute that gave judges the authority to grant law enforcement the right to trespass on
private property for the express purpose of installing wiretaps. Of particular significance was
the “less than probable cause” showing required by the officers to access the warrants; war-
rants could be issued based on “reasonable grounds to believe that evidence of a crime
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558 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

occurred, and particularly describing the person or persons whose communications, conversa-
tions or discussions are to be overheard or recorded.”

The court cited several serious flaws inherent in this showing requirement, one of which
was that one’s conversations could be intercepted without any showing that a crime occurred
or was in progress. Another fatal flaw was that the property that the officers were seeking was
not required to be described. Both of these areas, no doubt, seriously impacted the purpose
and intent of the Fourth Amendment.

The rationale of the requirement of probable cause is to preserve the privacy rights of
citizens, such that in the absence of a probable cause, which is more than a “mere suspicion,”
the government could not invade ones privacy. With reference to the lack of a requirement for
a showing that a crime occurred or was occurring, the constitutional framers recognized the
inherent wrong in invading the privacy of a law-abiding citizen.

Probable cause requires that the government has a reasonable belief, based primarily on
evidence derived through observation and information, that the object searched for is where
law enforcement seeks to search for it. This is intended to provide “parameters” to the gov-
ernment’s search such that they are not given carte blanche into areas, outside the purview, of
their stated legal concerns.

Another major distinction made in Berger was the ramifications of electronic surveil-
lance over a two-month period as compared to an episodic event. The court was appropriately
concerned about the breadth of the longer duration surveillance, primarily because the length
of time would inevitably draw in the private conversations of persons who were not under the
shadow of suspicion to begin with, thereby violating their constitutional rights for no just
cause. The court, referring to the statute as a “blanket grant of permission to eavesdrop” found
that it was lacking proper court monitoring and protections.

In probably the most referenced “wiretapping” case, Katz v. United States, the govern-
ment placed a “bug” in a telephone booth that they “activated” each time the suspect used the
booth. Because there was not a physical trespass of the booth, lower courts concluded that the
suspect had no Fourth Amendment protection, thereby approving the government’s actions.
The Supreme Court, on the other hand, argued that the Fourth Amendment’s application was
not contingent upon an actual, physical trespass, rather an invasion of privacy, even if intangi-
ble, such as a conversation. Although the wiretapping was held invalid because it had not been
approved by a magistrate, the court indicated that the surveillance in Katz was perhaps the
kind of search that would have been constitutionally permitted.

Of particular interest now, in the aftermath of the terrorist attacks on America,
September 11, 2001, we find that the Katz case addressed the possibility that wiretapping
could be authorized by the president or even the attorney general without court approval, if
national security were at risk. The presidential power would exist “against domestic subver-
sion” and “against foreign intelligence operations.” Actions of this nature would rely on the
preeminence of the office of the president and on the court’s interpretation of wiretapping as
a reasonable search and seizure pursuant to the Fourth Amendment.

The court upheld the warrant requirement in cases where one was being investigated for
domestic subversive activities, stating that “the Government’s duty to preserve the national
security did not override the guarantee that before government could invade the privacy of its
citizens it must present to a neutral magistrate evidence sufficient to support issuance of a
warrant authorizing that invasion of privacy.”
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Forensic Aspects of Electronic Evidence and the Fourth Amendment 559

What was also pivotal was the acknowledgment by the court that differing standards of
probable cause might be used in domestic security cases; that domestic security cases raise
potentially much wider ranges of injurious impact and national complications than do other
crimes, and as such evidence collection, via wiretapping or other means is bound to be more
complex. The court noted that evidence collection in national security cases would be lengthy
and involve numerous kinds of information and sources.

The court further noted the potential difficulty in specifying the person or persons to be
investigated. Therefore, while the court acknowledged a potential need for differing probable
cause standards, it also emphasized the need for the standards to be reasonable, striking a bal-
ance between the need of the government for this information and the targeted person’s right
to privacy.

Katz left to be determined the exact breadth of the presidential powers in national secu-
rity cases. Federal law granted the president the right to authorize wiretapping without a warrant
to gain information crucial to national security, but provided that the surveillance is limited to
conversations “between or among foreign powers and there is no substantial likelihood any
United States person” will be overheard.

Nardone v. United States also held that “derivative evidence,” the evidence resulting
from information gained through a wiretap, is inadmissible. Goldstein v. United States held
that testimony retrieved through “exploited” wiretap information could be admissible, and
Rathbun v. United States held as valid the eavesdropping, upon permission of one of the par-
ties, on a conversation via a telephone extension.

In United States v. Knotts (460 U.S. 276) (1983) the court concluded that there was not a vio-
lation of the Fourth Amendment, when a beeper was used as surveillance to note the whereabouts
of an automobile and where the beeper was installed in the absence of judicial authorization. The
court’s rationale was simply that one had no valid expectation of privacy on public roads.

The United States v. Karo (468 U.S. 705) (1984) is an extension of Knotts, which held
that a beeper utilized without judicial authorization could not be used to access information
concerning the “continuing presence of an item within a private residence.” All these cases
reflect the evolution of electronic evidence and the manner the society at large has managed
the technology and criminal events.

FORENSIC ASPECTS OF ELECTRONIC EVIDENCE 
AND THE FOURTH AMENDMENT

Introduction

The development of new technologies for electronic communication and data storage has pro-
vided new challenges for the interpretation and application of the Fourth Amendment and
related legislation. In addition, information technologies have made it possible to commit
crimes in ways not possible previously and have enabled new sorts of crime. In many other
sorts of crime, tools of science and technology are important in the identification and analysis
of evidence and can provide information used in arriving at justice. This section covers spe-
cial emphasis on the effects of the Fourth Amendment on the analysis of electronic evidence
by the methods of forensic science.
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560 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

The Variety and Scope of Electronic Evidence

Definitions
Forensic science has been defined by many professionals. One definition (Saferstein 2004)
states: “Forensic Science is the application of science to those criminal and civil laws that are
enforced by police agencies in a criminal justice system.” In the service of different laws,
forensic science encompasses the identification and analysis of different types of evidence by
using scientific techniques. Electronic evidence is one among many types of evidence that can
be examined scientifically and it is useful to also provide a definition of what type of evidence
is considered “electronic.”

Volonino (2003) defines electronic evidence as “electronically-stored information on
any type of computer device that can be used as evidence in a legal action.”

Electronic evidence can also be defined as “any electronically stored information (ESI)
which may be used as evidence in a lawsuit or trial.” “Electronic evidence includes any docu-
ments, emails, or other files that are electronically stored. Additionally, electronic evidence
includes records stored by network or Internet service providers.”

The term “digital evidence” seems to be more widely used in forensic science and may
be sometimes be used interchangeably with “electronic evidence.” Digital evidence is defined
in a National Institute of Justice (NIJ) report (NIJ 2004) as “information stored or transmitted
in binary form that may be relied upon in court.”

Similarly, the SWGDE (Scientific Working Group on Digital Evidence) and SWGIT
(Scientific Working Group on Imaging Technology) Glossary of Terms defines digital evi-
dence as: “Information of probative value that is stored or transmitted in binary form”
(SWGDE and SWGIT 2005).

It is possible that the terms “digital evidence” and “electronic evidence” may not always
overlap because electronic information may occur in a form other than digital such as analog
TV or video.

SCOPE OF ELECTRONIC EVIDENCE

There are various types of Internet-related electronic evidence that may be pertinent in civil
cases or in criminal investigation and these include

1. data files

2. digital images: graphics and photographs

3. digital video

4. digital sound files

5. records of Internet addresses and e-mail routing

These types of electronic evidence may now be found not only on both laptop and desk
top computers and servers but on electronic devices such as PDAs, cell phones, and media
players such as iPods and on portable storage such as DVDs, USB devices, and flash memory
cards. All these devices are thus relevant to the investigation of electronic evidence and
affected by legislation such as the Fourth Amendment.
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Electronic Evidence: Focus of the Fourth Amendment 561

Computer crime investigation may involve various terms such as computer-related
crime, computer forensics, cyber forensics, and digital forensic science. According to Zatyko
(2007) computer forensics has also been called cyber forensics and is defined by
WhatIsIt.com as “the application of computer investigation and analysis techniques to gather
evidence suitable for presentation in a court of law. The goal of computer forensics is to per-
form a structured investigation while maintaining a documented chain of evidence to find out
exactly what happened on a computer and who was responsible for it.” A definition of com-
puter forensics from the SWGDE/SWGIT Glossary of Terms (2005) is “A sub-discipline of
digital and multi-media evidence, which involves the scientific examination, analysis and/or
examination, analysis and/or evaluation of digital evidence in legal matters.”

In addition, digital forensic science is defined as: “The application of computer science
and investigative procedures for a legal purpose involving the analysis of digital evidence
(information of probative value that is stored or transmitted in binary form) after proper
search authority, chain of custody, validation with mathematics (hash function) use of
repeatability, reporting, and possible expert presentation” (Zatyko 2007).

Cyber forensics is referred by Stephenson (2005) as: “The extraction of evidence that
particular digital data passed over some medium between two points in a network.” Although
these definitions may seem long and complicated, it may be necessary they are expressed in
such form to reflect the realities and cover many essentials in a field that has a very wide scope.

Types of computer crime include fraud, malpractice, theft of trade secrets and intellec-
tual property, privacy invasion, identity theft, violent crime, money laundering, terrorist activ-
ity, hacker activity, malware (computer viruses, etc.) illegalities involving drugs (e.g.
steroids), workplace discrimination and harassment (Volonino 2003).

In the digital age, there are different types of criminals who prey on both the innocent
and the ignorant. The law enforcement environment has begun to make connections between
digital crimes and criminals and other types of crimes. We also are able to establish timelines,
statistics regarding the most common forms of digital crimes and criminals, and major cases
as example of this phenomenon are readily available in court records across the nations’ juris-
dictions. These records will indicate among other things the major case examples involving
different electronic evidence such as e-mail, computer financial records, terrorist and their
havens, copyright violations, etc., and how the Fourth Amendment relates to these and digital
evidence-privacy and property rights.

ELECTRONIC EVIDENCE: FOCUS OF THE FOURTH AMENDMENT

Summary of USDOJ Analysis

The Fourth Amendment relates to search and seizure aspects of digital forensics, electronic
evidence investigation and computer forensics. The Computer Crime and Intellectual
Property Section of the U.S. Department of Justice produced in 2002 a report on electronic
evidence and the Fourth Amendment that is available on the Internet (United States
Department of Justice 2002). This 96-page (approximately) report discusses the Fourth
Amendment and legislation that affect criminal investigation that involves electronic evi-
dence. The report is divided into five sections. The first deals with searching and seizing com-
puters without a warrant. The second covers searching and seizing computers with a warrant.
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562 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

The third section addresses the electronic Communications Privacy Act. The fourth focuses
on electronic surveillance in communications networks. The fifth section deals with various
aspects of electronic evidence itself and ensuring the quality of analysis and admissibility.

The overall content of these sections will now be summarized. The section on searching
and seizing computers in the absence of a warrant identifies the restrictions imposed by the
Fourth Amendment, discusses the definitions of privacy applicable to electronic information
and materials and provides different examples. Warrant-less searches are permitted under the
Fourth Amendment under certain exceptions or conditions although the circumstances may
require careful attention to detail and case-by-case assessment. Some examples include when
someone else such as a spouse, roommate, coworker, or supervisor with shared access or
authority consents to a search. Another exception allowing warrant-less searches concerns
“exigent circumstances” under which there is reason to believe evidence would get destroyed.
International borders are special cases in which warrant-less searches are allowed.
Workplaces, either private, but especially government, are places where warrant-less searches
are especially possible based on the consent of persons with authority or where the condition-
of-employment allows access to information on computers used by employees.

The second section on the search and seizure of computers with a warrant covers sev-
eral approaches, points, and considerations in search and seizure of computer/electronic
evidence. The section provides several examples and discussions. Probable cause and oath/
affirmation are stated to be required for these warrants as well as descriptions of places to be
searched and items to be seized taking account of the peculiar circumstances and properties
relating to electronic evidence.

Computer searches generally differ from those involving other types of evidence
because the properties of electronic evidence can render the details of search and seizure
unpredictable. Electronic evidence is more easily changed and destroyed than traditional
physical evidence, may be hidden in more ways and its true nature or form be unknown at the
time of constructing the search warrant.

Search warrants for electronic or computer evidence generally require close coopera-
tion of experts in the different fields of criminal investigation, computer technology, and law
enforcement to properly draft a warrant and create a search plan. No one type of expert usu-
ally has all the knowledge needed to craft and plan what may be needed for seizing and
searching the electronic evidence.

Under some circumstances, special types of warrants may be needed to prevent loss of
evidence or other difficulties with investigation. These include “no knock warrants” and “sur-
reptitious entry” or “sneak and peak warrants.” These excuse law enforcement from announc-
ing entry and/or notifying persons whose premises are being searched. In all kinds of warrants
involving electronic evidence especial care must be taken with the language of the draft.

INVESTIGATION AND ANALYSIS OF ELECTRONIC EVIDENCE

A number of publications have discussed or recommended the strategies and steps in forensic
analysis of electronic (digital) evidence. Best practices for computer forensics have been pub-
lished online by the Scientific Working Group on Digital Evidence (2006). The organization
outlined different steps in the process of computer forensics and these were: (1) seizing
evidence, (2) preparation of equipment used to investigate seized computers, (3) forensic
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Threat to E-Discovery 563

imaging (computer hard drive imaging), (4) forensic analysis/examination, (5) documenta-
tion, and (6) reports.

In seizing evidence it was stated that attention be paid to understanding and following
the proper legal authorization for investigation, ensuring no tampering with the evidence and
obtaining information on the computer system involved. Investigators were also recom-
mended to follow proper procedures regarding the power supply to computers and the differ-
ent approaches best used for stand alone computers versus networked computers versus
servers. Preparation of equipment used to investigate electronic evidence involves ensuring
that such hardware and software are properly operating and maintained and using docu-
mented procedures in a manual.

THREAT TO E-DISCOVERY

Disk imaging is another term for forensic computer imaging and has been defined in an arti-
cle by Mohd. Saudi (2007) as “creating physical sector copy of a disk and compressing this
image in the form of a file. This image file can then be stored on dissimilar media for archiv-
ing or later restoration.” (The term “forensic imaging” appears to be also used by Internet
search engines to refer to forensic analysis of video and photographic images.)

According to the SDWGDE (2006) publication, forensic imaging (computer hard drive
imaging or disk imaging) needs to include documentation and prevention of contamination or
modification of the evidence. It is also essential that the evidence be imaged as a “bit stream
image.” Forensic analysis or examination recommendations include using examiners trained
according to SWGDE guidelines. In addition, examination should use only forensic copies of
the evidence and include close review of documents and legal scope from those requesting the
examination. Where digital devices such as cell phones, PDAs, and iPods are forensically
examined, best practices should be used and nontraditional methods should be documented
and validated before use on the original media.

Documentation according to SWGDE guidelines needs to include a copy of legal
authority ( for analysis), chain of custody, count of evidence, the state of the evidence and its
packaging when received by the examiner, description of the evidence and the communica-
tions concerning the case. For the reporting of forensic analysis of computers, SWGDE rec-
ommends attention to (a) the needs of the requestors of analysis, (b) investigative agency
requirements, and (c) clarity of exposition.

NIJ and E-Discovery

In a publication titled “Forensic Examination of Digital Evidence: A Guide for Law
Enforcement,” the National Institute of Justice (NIJ) outlined the steps in investigation of
digital evidence. It was recommended that at the outset, there be defined and documented
policies and procedures for the steps in digital evidence investigation. The major investiga-
tive steps were listed as (1) assessment, (2) acquisition, (3) examination, and (4) document-
ing and reporting.

At the outset, the NIJ publication states that an investigative agency needs to have writ-
ten policies and procedures for the steps in digital evidence investigation. There should be a
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564 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

description of qualifications required for personnel as well as job descriptions, the require-
ments for continuing education, evidence, and case management.

Evidence assessment involves review of the type of digital analysis requested as well as
its legal authority and information about sophistication of the users or producers of the evi-
dence. The NIJ also recommends attention as to what other types of forensic analysis may be
required such as fingerprints or DNA. It is also important to consider whether the computer
hosting the digital evidence is processed at the site of the crime or in the forensic laboratory.
Additional considerations are the documentation of the nature of the evidence and secure stor-
age to prevent loss of the digital information.

For evidence acquisition, the NIJ report emphasizes attention to best practices for good
operating condition and documentation, verification and validation of the hardware and soft-
ware to be used by the forensic examiners for the digital evidence. General technical steps for
evidence acquisition from the computer in question were reviewed.

Major steps in evidence examination as outlined by the NIJ are (1) preparation,
(2) extraction, (3) analysis of extracted data, and (4) drawing conclusions on the evidence.
The preparation step relates to making directories on digital storage media in which to orga-
nize the captured evidentiary digital evidence. The extraction step comprises two processes:
physical extraction, which relates to all the data on the system that contains the evidence, and
logical extraction, which relates to files and data based on the operating system on the computer
being investigated.

In the analysis step, the extracted data are studied to assess their meaning to the crimi-
nal case; for example, the time the files were created and by whom, the content of files, and
whether deliberate attempts were made to hide the data. One objective is to see what overall
patterns are suggested by the study of the data.

The last stage of the forensic investigation concerns documenting and reporting the
findings. During the analysis it is important to make detailed notes of what was done. The
report needs essential identifying information with regard to the case. The NIJ article stated
that the findings on the digital evidence analysis should be summarized as well as presented
in some detail in terms of the files and data found and attempts made at hiding data. The NIJ
report also contained some case study examples as well as examples of forms and formats for
requesting service and reporting findings and a glossary of terms.

The International Organization on Digital Evidence

A report by the SWGDE and IOCE (International Organization on Digital Evidence) (SWGDE
and IOCE 2000) outlined standards and principles for working with digital (electronic) evi-
dence. The report explained that the pervasiveness of the Internet and its economic uses mean
that a crime in one country can involve digital evidence in one or more foreign countries and
create the need for guidelines to facilitate exchange of digital evidence among countries.

The SWGDE emphasized the need for standard operating procedures in all judiciaries,
properly trained analysts, and documentation of processes used in every investigation.
SWGDE membership is international in composition although most of its members are from
the United States or Western Europe. In the same article, the IOCE states that its mission is to
help “international law enforcement agencies exchange information on computer crime
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Threat to E-Discovery 565

investigation.” IOCE is also involved in defining standards in digital evidence analysis and
stated some general principles relating to the accuracy and proper processes in digital evi-
dence analysis.

The Corporate Environment and E-Discovery

The growing significance of electronic evidence and computer forensics was reviewed by
Volonino (2003) with emphasis on the risks to businesses that do not properly store their
electronic information. The Federal Rules of Civil Procedure and Discovery and the
Sabranes–Oxley Act require that businesses preserve certain sorts of electronic information
and this includes e-mail because these may be regarded as business records. Volonino did dis-
cuss the interplay between these laws which strongly relate to electronic (digital) evidence
and the Fourth Amendment. Several case examples were provided and these included (1) the
Arthur Anderson LLP (2002) case, (2) American Home Products and their Fen-Phen diet
product, (3) Credit Suisse First Boston executive Frank Quattrone, and (4) Boeing’s response
to a discovery request.

An article by Ciardhuáin (2004) discussed the main models for cyber crime investiga-
tions to indicate the need for standard terminology and to provide a framework for the inves-
tigative practice. The model proposed by Ciardhuáin included 13 steps, which in order are:

1. Awareness

2. Authorization

3. Planning

4. Notification

5. Search for and identify evidence

6. Collection of evidence

7. Transport of evidence

8. Storage of evidence

9. Examination of evidence

10. Hypothesis

11. Presentation of evidence

12. Proof/defense of evidence

13. Dissemination of information

This model contains more steps than previously proposed by other authors and
describes them in some detail and generally tries to cover all the important steps. In the future,
it will be important to examine the impact of the Fourth amendment at different criminal jus-
tice stages including but not restricted to admissibility and testimony. It is advisable that stu-
dents are exposed to methods of cyber crime investigation: the materials used, technology,
products, suppliers of the equipments or technology, training resources, responsibilities of
each actor in cyber investigations, roles, and ethics.
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566 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

DIGITAL EVIDENCE IN INVESTIGATIVE AGENCIES, SCIENTIFIC 
AND PROFESSIONAL BODIES

Some of the main federal agencies active in cyber crime investigation are the FBI, IRS, US
DOJ, and Secret Service. There are also state and local law enforcement agencies across the
United States, which are involved in investigating electronic evidence. The role of these agen-
cies is continuing as crimes involve new technological advances and increases the scope and
numbers of crimes involving digital evidence and the Fourth Amendment. It is therefore criti-
cal that the personnel associated with these law enforcement agencies must be trained thor-
oughly to attain the goals and successes for the departments. Therefore we must reevaluate
the roles of present law enforcement personnel and begin to retrain the mass of manpower that
may be technologically illiterate and provide standards for new roles, qualifications, certifica-
tions, education, ethics, and responsibilities.

FBI and Digital Files

The Federal Bureau of Investigation has several globally recognized forensic science areas 
of expertise that include the area of computer forensics and electronic evidence (FBI Cyber
Investigation 2007). Crimes of particular interest involving electronic evidence include 
(a) computer intrusions (hacking), (b) online sexual predators of children, (c) theft of U.S. intel-
lectual property, (d) Internet fraud by national and international organized crime, (e) fraud,
and (f) Internet crime.

The FBI counters Internet crime by various tactics and strategies. Firstly, the FBI pro-
vides a Web site where the public can file complaints of Internet crime to which they have
fallen victim (www.ic3.gov; Internet Crime Complaint 2007). This site also serves as a central
national resource for law enforcement agencies who are investigating Internet-related crimes.
The resource is hosted in West Virginia and in 2006 received 231,493 complaints.

The FBI also has Cyber Action Teams (CATs)

These teams combine FBI agents, computer forensics experts, and software experts who work
as a rapid response team on a global level. As an example of one of their cases: Turkish and
Moroccan hackers launched the Zotob code to steal credit card numbers globally. However,
the software cause computers to crash and the severity and extent of the attacks brought in the
FBI. A CAT team became involved with the Turkish and Moroccan authorities in forensic
investigations that led to the arrest of two suspects and the case is still ongoing. The FBI has
92 computer crime task forces nationally and these collaborate with other agencies such as the
US Secret Service, US Postal Inspection Service, and the Department of Defense, IRS, as
well as state agencies.

FBI computer investigations started as far back as 1984. In 1999, the FBI started a pro-
gram called RCFL (Regional Computer Forensics Laboratory 2007), which has been under-
going continuous growth since then (www.fbi.gov/page2/april06’rcfl042406.htm). In 2002,
the RCFL National Program Office was established to oversee RCFL operations and promote
technology transfer and training for law enforcement. RCFL involve interactions among fed-
eral, state, and local law enforcement agencies.
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Digital Evidence in Investigative Agencies, Scientific and Professional Bodies 567

Typically an RCFL team is composed of 15 people, including 12 examiners and 3 sup-
porting staff. The team’s duties include (a) seizure and collection of digital evidence from
crime scene, (b) analysis of digital evidence, and (c) expert testimony. The RCFL examiners
undergo training in the use of software used for imaging of computer hard drives and other
aspects of computer forensics including American Society of Crime Laboratory Directors
(ASCLD) certification (www.rcfl.gov/index.cfm).

In 2007, there were 14 RCFLs in Chicago, Greater Houston, Heart of America (Kansas
and Western Missouri), Intermountain West (Utah, Idaho, Montana), Kentucky, Miami Valley
(Ohio), New Jersey, North Texas, Northwest (Oregon and Eastern Washington State), Rocky
Mountain, (Colorado and Wyoming), San Diego, Silicon Valley, and western New York.
These laboratories analyze electronic evidence from a variety of digital devices and per-
formed analyses for 3,500 law enforcement agencies in the United States.

Accreditation by a respected organization enhances the standing of forensic laborato-
ries when evidence is presented by their analysts in court. The north Texas, Silicon Valley, and
New Jersey RCFLs are accredited by the ASCLD.

The BTK (Bind Torture Kill) serial killer case is an example of a high-profile case in
which the RCFL in Kansas City played a role. Dennis Rader, the serial killer, sent a floppy
disk to a radio station following an established pattern of publicly taunting the law enforce-
ment authorities. Forensic examination of the floppy uncovered a first name, place of employ-
ment, and location which helped identify a suspect and solve the case.

Another case involving the RCFL is that of the corruption investigation of the mayor of
Niles, Illinois, a city close to Chicago in the area of O’Hare airport. The mayor has been charged
with fraud and bribe taking in exchange for pressuring businesses to buy insurance policies and
electronic evidence is important in the case. The Kansas City area RCFL is active in another
case involving murder and kidnapping charges against Richard Davis and Dena Riley. The elec-
tronic evidence in the case includes video tapes, computers and flash memory cards.

In Philadelphia, where the RCFL was opened in July 2006, an October 2006 case is that
of Michael Carter Reynolds, who was arrested for terrorist organization involvement, specif-
ically the Al-Qaida. He also tried to escape using a fraudulent passport. Incriminating evi-
dence was found in his computer and e-mail records. The Rocky Mountain laboratory in
Colorado is involved in the investigation of the leader of a polygamist sect called the
Fundamentalist Latter Day Saints. He was captured in August 2006 with the help of digital
forensics work.

The RCFL has a statement about privacy and civil rights in regards to the investigations
that they undertake. The chief of the RCFL program, Gerry Cocuzi, was quoted “examiners
do not conduct unwarranted searches” and only investigate under two conditions: (1) when
granted legal authority by a judge and (2) when the party involved signs a consent of the
search. It was also stated that the RCFL restricts itself in accessing evidence by searching
only for items specifically requested by investigators. In addition, access to the evidence files
is restricted and the evidence is kept in secure locations (www.rcfl.gov).

Electronic Crime Statistics Technology

The FBI maintains statistics on crime that also covers electronic crime (FBI Electronic Crime
Statistics 2007). According to the FBI, in 2006, 207,492 complaints were made about Internet
fraud and the total amount of money was $198.4 million. Of the cases, 45 percent were online
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568 Chapter 28 The Fourth Amendment Impact on Electronic Evidence

auction fraud such as undelivered merchandise or payments. Other common crimes were 
e-mail murder threats, identity theft, investment fraud, cyberstalking, and spamming. The
criminals were 75 percent male, and 61 percent were from the United States. Other nationali-
ties prominent in Internet crime were Britons, Romanians, Nigerians, Canadians, and Italians.

The victims were of all agencies but commonly 30- to 40-year-old males in California,
Florida, Texas, and New York, the most populous states. The crimes causing the most eco-
nomic impact were the Nigerian e-mail fraud (419 scams) in which the median loss was
$5,100.00. In this type of crime, 74 percent of Internet crime victims were contacted by 
e-mail and 36 percent of the crimes occurred by means of Web sites. Cases involving sex crimes
against children via the Internet grew from 113 in 1996 to 2,500 in 2005 (www.fbi.gov/page2/
april06/Internettrends040706.htm).

The US Department of Justice

The US DOJ has a Computer Crime and Intellectual Property Section (CCIPS). This section
carries out national strategies of the US DOJ that relate to computer crime. The CCIP collab-
orates with both public and private organizations to fight computer crime and plays espe-
cially strong roles in intellectual property protection as well as training of computer crime
professionals.

The National White Collar Crime Center (NW3C) is a private sector organization which
supports law enforcement agencies in the investigation and prevention of economic and high
tech crime. The NW3C does this especially by means of courses and information products
relating to Internet and computer crime. However, the Secret Service, military, and other fed-
eral, state, local, and private agencies do have roles in the evolution of the Fourth Amendment
and electronic evidence.

Federal, state, local, and private agencies and the judiciary must begin to develop and
implement universally acceptable guidelines that establish qualifications, certifications, edu-
cation, responsibilities, ethics and the Fourth Amendment applications, interpretations, time-
line of activities, composition, and major roles.

CONCLUSION

In spite of current dilemmas, challenges, and predictions of what will come, according to
numerous case laws, citizens are protected, and can expect to be protected (i.e., maintain a
reasonable amount of privacy), when it comes to computer-related issues, unless and except
we forfeit our rights to privacy by doing any number of acts already referenced. We also lose
our privacy rights when we relinquish our control of information to a third party: repair shops,
handing out floppy disks or CD-ROM, or even sending data across the Internet, including 
e-mail, instant messaging, and any type of Voice-over-Internet Protocol (VOIP), which is on
the rise. As with most other aspects of our legal system, “ignorance of the law” will not ensure
that our privacy rights are not violated. And we are wise to keep in mind that there is no
expectation of privacy for electronic media, and if law enforcement decides to place us under
surveillance, they may do so, so long as they remain within legally appropriate boundaries
(Salveggio 2004).
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Computers versus Servers

Preparation of equipment used to investigate electronic evidence involves ensuring that
such hardware and software are properly operating and maintained and using documented
procedures in a manual. Disk imaging is another term for forensic computer imaging and
has been defined in an article by Mohd. Saudi (2007) as “creating physical sector copy of a
disk and compressing this image in the form of a file. This image file can then be stored on
dissimilar media for archiving or later restoration.” (The term forensic imaging appears 
to be also used by Internet search engines to refer to forensic analysis of video and photo-
graphic images.)

According to the SDWGDE (2006) publication, forensic imaging (computer hard drive
imaging or disk imaging) needs to include documentation and prevention of contamination or
modification of the evidence. It is also essential that the evidence be imaged as a “bit stream
image.” Forensic analysis or examination recommendations include using examiners trained
according to SWGDE guidelines. In addition examination should use only forensic copies of
the evidence and include close review of documents and legal scope from those requesting the
examination. Where digital devices such as cell phones, PDAs, and iPods are forensically
examined, best practices should be used and nontraditional methods should be documented
and validated before use on the original material.
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