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S
cott Green* is admitted to a local hospital to recover from stab wounds. At mid-
night, a woman appears in the doorway of his room on the surgical floor, shout-
ing, “You beat on me for 13 years. Now it’s payback time!” Green tears out his
I.V. lines, slides out of bed, and chases the woman down the hall. The nurses and
assistants immediately call security. When Green and the woman reach the end of
the hall, nurses push her into an open elevator, press the down button, and assist
Green back to bed.

Although it sounds like a movie scene, this incident actually took place in June
2002—and Green may have a civil claim against the hospital for a security failure
that allowed the woman admission to the building after visiting hours. If this
incident occurred post April 14, 2003, the hospital would probably
have an additional legal problem—breach of new
federal regulations governing patient privacy.1

By April 14, 2003, health care providers must
fully comply with these new federal mandates—
one of which requires hospitals to give patients the
option of not entering the facility directory while
admitted. If a patient chooses to exclude his or her
name, staff can’t release any information on that patient to
callers or visitors. If Green had been given the opportunity to
opt out of the directory, and he had chosen such, the hospi-
tal wouldn’t have had permission to provide information
to the visitor when she appeared at the information desk
or called on the telephone. Under the new law, if a
patient opts out of the directory and the hospital still
releases that patient’s name, location, or any other related
information, the hospital is subject to a fine. (See “New stan-
dards for hospital directories.”)

Why the need?

This new standard for hospital directories is just one of the many
requirements of Standards for Privacy of Individually Identifiable
Health Information, regulations developed by the U.S. Department
of Health and Human Services (DHHS) under a mandate from
Congress in the Health Insurance Portability and Accountability
Act of 1996 (HIPAA). Why, exactly, does Congress believe that fed-
eral requirements are necessary to protect patient privacy?
Within the past decade, several large-scale breaches occurred
during which parties with no legitimate reason to access pri-
vate medical data either perused or sold it. The U.S. Department
of Health and Human Services cited the following examples:
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Patient privacy

♦A Michigan health system acciden-
tally posted the medical records of
thousands of patients on the Internet
(1999 report).
♦A major U.S.-headquartered corpora-
tion marketed a list of 5 million elderly
women who had been treated for
incontinence (1998 report).
♦A businessman purchased at auction
the medical records of patients from a
family practice in South Carolina, and
attempted to sell them back to the for-
mer patients (1991 report).

Until now, the federal government
has limited its oversight of patient pri-
vacy. But as information systems grow
more complex, the potential for breach-
es of patient privacy increase and gaps
in patient protection become increas-
ingly worrisome. “Privacy is a funda-
mental right,” states DHHS in a
December 28, 2000 Final Rule, by way
of justifying the need for a national
health privacy framework.2 (Final
Rules are laws developed by the U.S.
government’s executive branch under
a specific process. Rules and regula-
tions carry the same weight as statutes
and judge-made law.)

Who’s affected, what’s protected?

Health care providers with a direct
treatment relationship with patients in
any practice setting that conducts elec-
tronic transactions are covered entities
under the rules and are required to
implement privacy-protecting safe-
guards. Specifically, care providers sub-
ject to the new requirements governing
patient privacy include:
♦ hospitals
♦ skilled nursing facilities
♦ comprehensive outpatient rehabilita-
tion facilities
♦ home health agencies
♦ hospice programs
♦ nurse practitioners
♦ certified nurse midwives
♦ clinical nurse specialists
♦ psychologists
♦ clinical social workers
♦ certified registered nurse anesthetists
♦ physicians and physician assistants.

The new rules cover all medical
records and other individually identifi-
able health information used or dis-
closed by a covered entity in any
form—oral, written, or electronic.
Providers maintain responsibility for
implementing safeguards to ensure
that an individual’s health information
is used only for purposes related to
treatment, payment, or operations; that
only the minimum amount of neces-
sary information gets disclosed; and
that disclosure is made only to individ-
uals who need to know the informa-
tion in order to treat the patient, con-
duct the facility’s operations, or obtain
payment for services.

In its August 14, 2002 Final Rule, the
DHHS stated that, “each covered entity
should assess the nature of the protect-
ed health information it holds and the
nature and scope of its business, and
implement safeguards that are reason-
able for its particular circumstances.”3

Essentially, patients can set boundaries
on the use and release of their health
records, request and obtain audits of
how a health care provider used or dis-
closed their personal medical informa-
tion in the past 6 years, file complaints
about a suspected privacy violation,
and trigger an investigation.

Under the new regulations, a
provider must:
♦ give patients a notice that states a)
how their health information may be

used b) their right to access their infor-
mation c) their right to have their infor-
mation amended d) their right to limit
the disclosure of their information.
♦make a good faith effort to get
patients to acknowledge, in writing,
that they’ve reviewed the notice.
♦ obtain written authorization for the
use of patient information for purposes
other than treatment, payment, or
operations.
♦ draft policies and procedures aimed at
protecting patient information, appropri-
ate to the volume of health information
maintained and the number of interac-
tions with those within and outside the
practice. At minimum, a policy could
prohibit leaving patient files in public
areas, leaving pages of progress notes on
a desk in eyesight of other patients, and
communicating about patients in the
public areas of a practice.
♦ designate a privacy official within
the facility who’s responsible for ensur-
ing that policies and procedures are
followed.
♦ offer reasonable safeguards regard-
ing administrative, technical, and phys-
ical protection of patient privacy. 
♦ provide training so that employees
understand these policies and proce-
dures.
♦ secure patient records so that they’re
readily available only to the minimum
number of individuals who need them
to carry out the care, operate the facility,

New standards for hospital directories
A covered entity may use or disclose protected health information, provided that
the individual is informed in advance of the use or disclosure, and has had the
opportunity to agree to or prohibit or restrict the use or disclosure. A facility may
use the following protected health information to maintain a directory of treated
individuals:
♦ name
♦ location in the covered health care provider’s facility
♦ condition described in general terms that doesn’t communicate specific
medical information about the individual
♦ religious affiliation.

A covered health care provider must inform an individual of the protected
health information that may be included in a directory and the persons to
whom it may disclose such information (including disclosures to clergy of
information regarding religious affiliation) and provide the individual with the
opportunity to restrict or prohibit some or all of the uses or disclosures.

Source: “Standards for Privacy of Individually Identifiable Health Information, Final
Rule,” Federal Register.
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or obtain reimbursement for services
rendered the patient. For example, in a
hospital where all employees with
access to a computer can review labora-
tory reports, a security plan may include
limiting access to those with an immedi-
ate need for laboratory information and
those who have a password specific to
the laboratory data bank. 

Protective measures

Under the new rules, providers must
protect patient information using a min-
imum necessary standard—the disclosure
of only the minimum necessary health
information when communicating
about treatment, payment, and opera-
tions, unless the provider receives the
patient’s authorization. A provider
must develop and implement policy
and procedures appropriate to the enti-
ty’s business practices and workforce
that reasonably minimize the amount
of protected health information used,
disclosed, and requested.

The policies and procedures must
identify the person or classes of per-
sons within the covered entity who
need access to the information to carry
out their job duties; the categories or
types of protected health information
needed; and the conditions appropriate
to such access.

The DHHS allows providers to
design their own policies and proce-
dures for complying with the rules,
scaling the systems in proportion to the
size and resources of the facility.
However, every facility is required to
notify patients of their rights and to
obtain specific authorization from
patients if health information is dis-
closed for reasons other than treatment,
payment, or facility operations.

If a health care provider wants to use
protected patient information for pur-
poses other than treatment, payment,
and operations, such as marketing, or
wants to disclose protected health infor-
mation to a third party specified by the
individual, the patient must authorize
such a disclosure in writing.

The DHHS clearly distinguishes mar-

keting and nonmarketing activities.
According to its Final Rule, marketing is
“communication about a product or ser-
vice that encourages recipients of the
communication to purchase or use the
product or service” and “an arrange-
ment between a covered entity and any
other entity whereby the covered entity
discloses protected health information in
exchange for remuneration, for the other
entity to make a communication about
its own product or service that encour-
ages the recipient to purchase or use that
product or service.” (See Understand-
ing relevant terms.”)

The DHHS doesn’t consider all com-
munications marketing activities. In
fact, covered entities are permitted to
communicate to individuals about:
♦ the participating providers and
health plans in a network, the services
offered by a provider, or the benefits
covered by a health plan
♦ the individual’s treatment
♦ case management or care coordina-
tion for the individual, or direction or
recommendations for alternative treat-
ments, therapies, health care providers,
or care settings for that individual.

The DHHS doesn’t require authoriza-
tion when the communication occurs in
a face-to-face encounter between the cov-
ered entity and the individual, or the
communication involves a promotional
gift of nominal value. If an individual
wants a health care provider to release
his or her information to an outside enti-
ty not authorized under the rules to
receive such information as part of treat-
ment, payment, or health care operations
activities (such as an employer), the
patient must authorize such a disclosure.

Penalties for noncompliance

There are two types of violations sub-
ject to penalties under HIPAA:
1. for “violation of the provisions in
part C of title XI of the Act,” (part C is
the patient privacy requirements) “not
less than $100 per person per violation
and not more than $25,000 per person
for violations of a single standard for a
calendar year.”

2. for “any person that knowingly uses
a unique health identifier, or obtains or
discloses individually identifiable
health information in violation of the
part,” the penalties include:
♦ a fine of not more than $50,000
and/or imprisonment of not more than
1 year
♦ a fine of not more than $100,000
and/or imprisonment of not more than
5 years if the offense is “under false
pretenses” 
♦ a fine of not more than $250,000
and/or imprisonment of not more than
10 years if the offense is with the intent
to sell, transfer, or use individually
identifiable health information for
commercial advantage, personal gain,
or malicious harm.4

It’s difficult to predict exactly how
the government would apply these
fines. Presumably, the first type of fine
would apply to a health care provider
or facility that simply didn’t know of
or bother to heed the requirements,
and information about a patient got to
someone who didn’t need it to treat the
patient or pay for the care.

For a fine to be levied, a patient
would need to complain, as there are
no provisions calling for government
auditing of practices or facilities. The
second type of fine would presumably
be levied on a clinician, facility, insurer,
or health plan that agreed to sell pro-
tected patient information to a compa-
ny who published the information or
used the information to try to sell
something to the patient. For example,
if a medical practice sold a list of
patients with the diagnosis of depres-
sion to a pharmaceutical company, and
the company sent each patient promo-
tional material on its antidepressant
product, the medical practice might be
subject to a fine of $250,000 and the
individual responsible might face
imprisonment.

Your compliance checklist

Approach compliance with the new priva-
cy rules in four steps—assessment, plan-
ning, implementation, and evaluation. 
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Assess

1. Determine whether or not
state law currently requires
release of certain patient
information under specific cir-
cumstances. (The new federal
regulations don’t override
already-existing state man-
dates.) State law might require:
♦ parental notification when
treating minors
♦ report of domestic abuse,
child abuse, or elder abuse
♦ report of specific communica-
ble diseases and the facility’s
safeguards for addressing such
incidents.
2. Audit current procedures,
answering the questions: 
♦How does my facility transmit
information about individual
patients? The law applies whenever
information is transmitted electroni-
cally for treatment, payment, or oper-
ations—even if the specific depart-
ment isn’t transmitting information
electronically.
♦Do we have a direct treatment rela-
tionship with patients? The law applies
to those with such relationships. 
♦How might a patient’s information
be seen or heard in our department by
another individual who doesn’t need
this information to do his job?
Examples include overheard conversa-
tions, trashed progress notes taken out
to a dumpster and then scattered by
wind, wide access to computer data,
records faxed to an employer without a
patient’s authorization, and records
faxed to a wrong number.
♦Are patient records secure—
viewable only by the minimum num-
ber of people necessary to treat, get
paid, and operate the facility?
♦When providers disclose patient
information for treatment purposes,
payment, or facility operations, is the
minimum information needed to con-
duct the business disclosed, and no
more? Do we have a policy directing
staff to disclose only the minimum nec-
essary information?
♦Who’s our privacy officer? 

♦Do we have written policies and pro-
cedures for ensuring patient informa-
tion privacy?
♦Do we have authorization forms and
notices, as required by the new law?
♦Do we know the circumstances
under which authorization forms are
required?
♦Have we (or the facility) given the
required notice of patient rights with
patients?
♦Have we (or the facility) made a
good faith effort to get all patients to
sign an acknowledgment of receipt of
the notice?

Plan

1. Meet with colleagues at your facility.
2. Develop a timeline of activities and
dates to accomplish having systems in
place by the April 14, 2003 deadline. 
3. Draft, review, and print notices and
authorization forms. Decide whether
the same forms can be used for all
departments, or whether certain
departments need variations on the
general form.
4. Draft, review, and adopt policies and
procedures for ensuring privacy of
patient information. If the depart-

ment’s staff uses or discloses patient
names and addresses for marketing,
has psychotherapy records at the facili-
ty, uses other parties to conduct part of
the business of the facility, or conducts
research, consult the regulations for the
requirements attendant to each of these
activities.
5. Conduct training of employees
regarding the authorization, notice,
and policies and procedures required
by the new federal rules.

Implement

1. Conduct self-audits of the physical
plant and operations, looking for situa-
tions where protected health informa-
tion is released. Target the following:
♦ Assignment boards: Do they list
patient name and room number? Do
they list any additional information? Is
there a way to protect the privacy of a
patient who doesn’t want his name
listed, without compromising patient
safety—for example, risking that staff
will mistakenly provide treatment to
the wrong patient or ignore a patient
who isn’t listed?
♦Unit clerks: Do they give patient
information to visitors? How much?

Understanding relevant terms
Covered entity: A health plan, health care clearinghouse, or health care provider who transmits any
health information in electronic form in connection with a transaction covered in the subchapter. 
Health information: Any information, whether oral or recorded in any form or medium, that’s created
or received by a health care provider, health plan, public health authority, employer, life insurer,
school or university, or health care clearinghouse; and that relates to the past, present, or future
physical or mental health or condition of an individual. Also, the provision of health care to an indi-
vidual; or the past, present, or future payment for the provision of health care to an individual. 
Protected health information: Individually identifiable health information that’s maintained in
any medium described in the definition of electronic media, or transmitted or maintained in any
other form or medium. Protected health information excludes individually identifiable health
information in education records that are covered by the Family Education Rights and Privacy
Act of 1974 and employment records maintained by a covered entity in its capacity as an
employer.
Individually identifiable health information: Information that’s a subset of health informa-
tion, including demographic information that’s collected from an individual and: (1) is creat-
ed or received by a health care provider, health plan, employer, or health care clearing-
house (2) relates to the past, present, or future physical or mental health or condition of
an individual; the provision of health care to an individual; or the past, present, or future
payment for the provision of health care to an individual; and (3) that identifies the individ-
ual or (4) with respect to which there is a reasonable basis to believe the information can
be used to identify the individual.

Source: “Standards for Privacy of Individually Identifiable Health Information, Final Rule,” Federal Register.
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♦Disposal: Does staff shred discarded
progress notes before disposing of them?
♦ Faxing: What documents does staff
routinely fax, and to whom?
♦ Telephone inquiries: Does staff give out
patient information over the tele-
phone? If so, what kind of informa-
tion? To whom? Under what circum-
stances? 
♦ Computers: Which staff has access to
patient data? Are passwords required?
Which staff can access laboratory
results? Demographic data? Electronic
progress notes? Admitting and dis-
charge summaries? Are computers
turned off when not in use? Can
passers-by read computer screens?
♦ Conversations: Can patients and/or
visitors hear staff discussions about
other patients conducted at the nurs-
es’ station? Does your facility have a
policy on keeping voices low when
discussing patients? Can your depart-
ment take simple measures to screen
patient areas, thus affording patients
more privacy?
2. Develop or adopt policies to limit
access to patient information. For
example:

♦ Consider implementing policies that
require the shredding of paper that
contains patient information. 
♦ Require staff, contractors, or
providers with admitting privileges to
access only those medical records that,
by nature of their job description, they
must review.
♦ Prohibit the sale of patient informa-
tion to vendors of medical products or
require patients’ written authorization
to disclose their information for mar-
keting purposes.
3. Disseminate the policies to appro-
priate employees, contractors, and
clinicians with privileges at the
facility.
4. Determine where to keep the poli-
cies, how often staff should review the
policies, and how to incorporate mea-
sures into new employee orientation.
5. Determine disciplinary procedures
for staff members who violate the
policies.

Evaluate

Reassess privacy issues frequently, using
the preceding assessment questions.
Aggressively look for gaps in the system.

Compliance: priority

HIPAA’s new patient privacy regula-
tions add another layer of legal responsi-
bility and another source of risk for
nurse managers and institutional health
care providers. Privacy breaches are
unfortunate incidents that everyone
wants to prevent. Those who make it a
priority to implement avoidance mea-
sures will save patients, staff, and
administrators worry, embarrassment,
time, and money should something go
wrong. 
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SAFEGUARDING PATIENT PRIVACY
PURPOSE: To improve nursing practice and the quality of care by providing a learning opportunity that enhances a participant’s understanding of patient privacy.
PARTICIPANT OBJECTIVES: After reading the article and taking this test, you should be able to: 1. Describe the purpose and intent behind the develop-
ment of federal confidentiality regulations. 2. Define compliance requirements for patient privacy standards. 3. Identify three protective measures to safe-
guard patient information.

M122

1. Compliance with the Health Insurance
Portability and Accountability Act (HIPAA) is
mandated by
1. December 28, 2000. 3. April 14, 2002.
2. June 2002. 4. April 14, 2003.

2. Under the new regulations, providers must
give patients notice that includes
1. how their health information may be sold.
2. the right to market their information.
3. their right to amend or limit the amount of
information in disclosure.
4. the right to publish their information without
authorization.

3. The confidentiality policy
1. will keep patient records in a public place.
2. will designate a privacy official.
3. will encourage communication about patients
in public.
4. will provide full access to computer information.

4. What protected health information does a
hospital directory include?
1. name, age, location, and condition
2. name, age, sex, and location
3. name, location, condition, and religious affilia-
tion
4. name, age, condition, and religious affiliation

5. Covered entities include health care
providers with a direct treatment relationship
with patients in which setting?
1. emergency care only
2. psychiatric care only
3. long-term care only
4. any practice setting

6. Covered entities, by definition, must trans-
mit health information in what form for the pur-
pose of transactions?
1. written 3. verbal
2. electronic 4. video

7. The period of time included in audits of
health care providers’ use of patients’ personal
medical information is 
1. 3 years. 3. 5 years.
2. 4 years. 4. 6 years.

8. An investigation for suspected privacy viola-
tion occurs when triggered by
1. federal investigators.
2. local health department officials.
3. the individual patient.
4. the medical staff.

9. What is required to use patient information
for purposes other than treatment, payment, or
operations?
1. verbal authorization
2. written authorization
3. facsimile
4. health plan authorization

10. What is the definition of minimum neces-
sary standard?
1. minimum necessary health information for
payment only
2. minimum necessary health information for
treatment only
3. minimum necessary health information for
operations only
4. minimum necessary health information for
treatment, payment, and/or operations

11. The Department of Health and Human
Services defines marketing as
1. disclosure of protected health information in
exchange for remuneration.
2. communication by the other entity about its
own product or service.
3. case management.
4. electronic transmittals.

12. When is written authorization not required?
1. during a face-to-face encounter between the
covered entity and the individual
2. during a face-to-face encounter between the
covered entity and the individual’s attorney
3. for release of information to an outside entity
not authorized to receive private information
4. for communication involving promotional gifts
of maximum value

13. Violations of patient privacy requirements
(Part C) carry maximum calendar year fines of
1. $25,000. 3. $100,000.
2. $50,000. 4. $250,000.

14. The maximum imprisonment penalty for
intentional violations is not more than
1. 1 year.
2. 5 years.
3. 10 years.
4. 20 years.

15. Release of patient information under specific
circumstances without prior authorization is
determined by
1. federal statutes.
2. state laws.
3. institutional policy.
4. health plan requirements.

16. Choose the best example of violation of
confidentiality.
1. quiet conversations at the nurses’ stations
2. shredded progress notes
3. wide access to computer data
4. faxed records with patient authorization

17. In addition to marketing, what other activities
require compliance with specific regulations?
1. resident activity
2. accessing psychotherapeutic records at the facility
3. use of hospital employees to conduct part of
the business of the facility
4. monitoring of lab data by physicians

18. Computers violate confidentiality when
1. passwords are required.
2. staff’s access to information is limited by job
duty.
3. screens can be read by passers by.
4. not in use with blank screens.

19. Individually identifiable health information
maintained or transmitted in any medium is
considered
1. public health information.
2. protected health information.
3. the minimum necessary standard.
4. marketing.

20. Which is an exclusion in protected health
information:
1. medical records maintained by a covered entity
2. employment records maintained by a covered
entity






